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ABSTRACT
Supervisory Control and Data Acquisition (SCADA) system has the primary function of collecting data from the field devices through terminal
equipment such as the Remote Terminal Unit (RTU) and the Programmable Logic Unit (PLC), analyse and transmitted it to the central control
area where it is displayed for monitoring, archiving and control. Unlike the Information Technology (IT) systems, SCADA Systems are generally time-critical, necessitating the need for special protocols for data acquisition and control. In this work we conducted a survey on the characteristics of SCADA System protocols, the available types, their applications and comparative features. The SCADA System protocol reference model was compared with the Open Systems Interconnection (OSI) model and found to have 3 layers as against 7 layers of OSI Model.
In the course of the study, several SCADA System protocols were examined and it was discovered that some of these protocols such as
Modbus, IEC 870-5-103, Profibus and IEC 6185 are suitable for communication in the fields while some like DNP 3, IEC 870-5-101 and IEEE
P125 are suitable for communication outside the fields.
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1 INTRODUCTION
A DISTINCT feature of Industrial Control Systems (ICS) when compared with Information Technology (IT) Systems is that time is of
essence in ICS – services are more time-critical in ICS than in IT systems. Park, Mackay and Wright [1] capture it this way:
“For many industrial protocols the use of all the seven layers of OSI model is inappropriate as the application may require a highspeed response. Hence a simplified OSI model is often preferred for industrial applications where time critical communications is
more important than full communications functionality provided by the seven-layered model. Generally, most industrial protocols
are written around three layers: the Physical layer, Data link layer and Application layer” (Figure 1). In the same direction, Weiss [2]
in his book titled “Protecting Industrial Control Systems from Electronics Threats” observed that in SCADA Systems continuous availability is highly important and has priority over confidentiality and integrity which are of major consideration in IT systems. In consideration of the need to meet the real-time required by the SCADA systems and simultaneously reduce cost, a simplified OSI reference
model is adopted. In this model, the non-time critical and general application is removed from the model while physical layer, data
link layer and application layer are reserved [3]. In comparison with OSI Reference Model, these three layers of in SCADA System protocols correspond to layers 1, 2 and 7 of the OSI architecture as depicted in Figure 2. [4]. When the number of protocol layers used
in a model is reduced, greater performance can result since there will be lower overheads [5].

Figure 1: SCADA Protocol Reference Model
Source: Park, Mackay and Wright [1]
However, the use of only three layers in order to save time involves some compromises such as limitation in the size of the application layer messages to that allowable by the channel due to the absence of Transport layer that has breaking of data into manageable
size as part of its function. Absence of the network layer implies that message routing would not be possible. There would be no duplex communication since there is no session layer and finally, there would be uniform message formats in all nodes as there is no
presentation layer that is responsible for such formatting [1].
These are the distinct characteristics of the SCADA protocols that prompt the ongoing study. The survey, hence, explores the distinct
characteristics of the SCADA System protocols in the following sections.

Figure 2: SCADA Protocol Reference Model Compared with OSI Model
Source: Alhussein [4]
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2 Methodology
The first step taken in this work is to review literature from several sources on the subject. The sources used include online and offline academic journals, hard copy text books on SCADA System and various search engines. The findings are documented, discussed
and concluded.
2.1 The need for SCADA System Protocols
Figure 3 below is a typical master/slave topology that exists between the Control centre and the field devices in a SCADA System. In
most SCADA System there is only one master station where the Master terminal Unit (MTU) resides. Several field stations that are
geographically spread called the slaves in the figure respond to the polling for information from the master station. The slaves here
are the Remote Terminal Units that acquire field data from the field measurands, sensors and actuators. For effective communication
between the master station and the slaves (Remote Terminal Unit) and communication between the slaves and the field devices
there must be appropriate protocols in place. These are different from the common internet protocols as they have special timecritical functions to perform. Comer *6+’s statement that s “Protocols are to communication what programming languages are to
computation" is very much relevant in SCADA system as in the general computer network.

Figure 3: Single Master/Slave System
Source: Hans-Petter [7]
2.2 SCADA System Protocol Types
Igure et al [8] and Kalapatapu [9] remarked that there are about 200 real time SCADA platform and protocols in use. The list includes
the non-proprietary and proprietary protocols some of which are:
Allen Bradley DF1,DH and DH+
GE Fanuc
Siemens Sinaut
Mitsubishi
Modbus RTU / ASCII
Omron
Toshiba
Westinghouse
Other Vendor Protocols
Devarajan [10] listed the following as some of the SCADA System protocols generally used:
Modbus
Distributed Network Protocol 3 (DNP3)
Inter-Control Center Communications Protocol (ICCP)
Utility Communications Architecture 2.0 (UCA 2.0) and International Electrotechnical Commission (IEC) 61850 Standards
Control Area Networks (CAN)
Control Information Protocol (CIP)
DeviceNet
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ControlNet
OLE for Process Control (OPC)
Profibus
Makhija [11] listed communication protocols options available according to use requirements. Some protocols are suitable for communication with field devices used for protection and metering, sensors, transducers and actuators. Some are applicable for communication after the field environment, especially communication between the field and the master control centre while some are useful for communication within application (Table 1).

Protocols

Table 1: Protocols and Area of Application
Area Of Application
Communication
Communication Communication
In The Field
Outside The
Within ApplicaField
tion
Modbus
IEC 870 -5 - 101
61968
IEC 870 -5 - 103
IEC 870 -5 - 104
LON
DNP 3.0
Profibus
IEC 60670- 6
(TASE .2)
IEC 6185
IEEE P1525
UCA
ELC OM9
SPA (ABB)
K- BUS (Alstom)
VDEW (Siemens)

2.3 SCADA Protocols Characteristics
The characteristics of DNP 3.0., IEC 870-5-101 and Modbus – the three widely applied SCADA System protocols are compared in tables 2. Table 2 was compiled by Makhija [11] from the works of [12], [13] and [14]. In the table, 12 features of SCADA protocols are
considered side by side. These features are standardization, standardization organization, Architecture, Physical layer, Data Link layer,
Application layer, Device addressing, Configuration parameters requirement, Application specific information model, Cyclic transmission, Dominant market, Online configurations and Open encoding solutions.
As depicted in the three tables, IEC 870-5-101 and DNP 3.0. have very similar features except a few exceptions which include the following: (a) an additional layer in the DNP 3 called User’s layer making the number of layers 4. (b) unlike the IEC 879-5-101, DNP 3.0
supports multiple masters, multiple slave and peer-to-peer communication. In IEC 879-5-101, data objects and messages depend on
each other while they are independent of each other in DNP 3.0. and c) while DNP 3.0 is open for encoding solution, IEC 879-5-101is
not. Both rate higher than any other SCADA protocols and have broad acceptance than others. While DNP 3.0 is widely used in Asia,
Latin America, North America and Australia, IEC 879-5-101 is well accepted in Europe [15] and [16].

3 Discussions
As SCADA System protocols are time-critical, some layers of the OSI are not necessary in order to reduce the time required to traverse the specific node or entity. These excluded layers are the presentation layer that sets the standard that control the translation
of incoming and outgoing data from one format to another; the session layer standards that manage the communication between
the presentation layer of the sending and receiving computer; the transport layer standards that ensure reliable completion of data
transfers, error discovery/data flow control and the network layer standards that define the management of network connections.
Removal of these four layers from the SCADA protocol reference model sheds the burdensome headers overhead.
The countless number of SCADA System protocols available in market (proprietary and non –proprietary) serves different purposes.
Some such as DNP 3 and IEC-870-5-101 are deployed in huge critical infrastructure SCADA System while protocols like Profibus and
IEC 6185 are for field device application.
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An obvious difference is seen between DNP 3, IEC-870-5-101 and Modbus when features such as architecture, standardization, Application, Data link layers and configuration requirements are compared.
Table 2: Comparison of DNP 3.0. IEC 879-5-191 and Modbus

Table 2: Comparison of DNP 3.0. IEC 879-5-191 and Modbus continued
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Figure 4: Relationship between OSI, EPA and DNP3 Protocol
Source: Shahzad et al [17]

4 Conclusion
It is established that SCADA System protocols are based on a 3-layer Enhanced Protocol Architecture (EPA). However, in order to take
the numerous advantages of the widely applied TCP/IP Protocol suite that features in internet and which resolves the problem of
interoperability between different networks, further researches are required to augment the existing ones on SCADA System protocols.
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