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Abstract

This paper explores the fascinating world of cryptocurrencies and NFTs, examining the rise and
fall of Bitcoin, the explosion of NFTs, and the underlying technology of blockchain. We delve
into the early days of Bitcoin, exploring its meteoric rise. Then, we investigate the concept of
NFTs and the hype surrounding them. We analyze the technology behind cryptocurrencies, and
blockchain, and question its true potential and real-world applications. The paper highlights
concerns about the potential for a crypto market crash, highlighting the risks associated with
investing in these volatile assets. Finally, we talk about the misuse of this technology and the
effect of it on the current generation.
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1: Introduction

Cryptocurrency, sometimes called crypto-currency or crypto, is any form of currency that exists
digitally or virtually and uses cryptography to secure transactions. Cryptocurrencies don't have a
central issuing or regulating authority; they use a decentralized system to record transactions and
issue new units. At the time crypto was revolutionary, but why so? It's because of its 3 main
advantages, Decentralization, peer-to-peer transactions, and Pseudonymity. What
decentralization essentially means is that unlike traditional currencies controlled by central
banks, cryptocurrencies are decentralized, meaning no single authority controls them.
Transactions are recorded on a public ledger called the blockchain, ensuring transparency and
security. Peer-to-peer (P2P) Transactions ensure cryptocurrencies enable direct transactions
without the need for intermediaries like banks. This eliminates transaction fees and processing
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time. While not entirely anonymous, cryptocurrencies offer a degree of privacy as transactions
are linked to wallet addresses rather than personal identities hence the idea of Pseudonymity.
One can get access to crypto by mining them. Imagine crypto mining like a digital gold rush.
Instead of digging for gold, miners use powerful computers to solve complex puzzles. The first
miner to solve a puzzle gets rewarded with a new cryptocurrency, just like finding a gold nugget.
These puzzles are based on "hashes," which are like unique digital fingerprints of data. Miners
compete to find the correct hash for a new transaction.

The more miners join the race, the harder the puzzles become. This makes it harder to find new
cryptocurrency, much like how gold becomes rarer as more of it is mined. The various methods
to mine cryptocurrencies are CPU mining, GPU mining, ASIC mining, and cloud mining. Then
came the introductions of NFTs. Non-fungible tokens (NFTSs) are assets like a piece of art, digital
content, or video that have been tokenized via a blockchain. Tokens are unique identification
codes created from metadata via an encryption function. These tokens are then stored on a
blockchain, while the assets themselves are stored in other places. The connection between the
token and the asset is what makes them unique.NFTs can be traded and exchanged for money,
cryptocurrencies, or other NFTs—it all depends on the value the market and owners have placed
on them. For instance, you could draw a monkey smoking a cigar, take a picture of it (which has
metadata attached to it), and tokenize it on a blockchain. Whoever has the private keys to that
token owns whatever rights you have assigned to it. Cryptocurrencies and NFTs are both digital
tokens, but they have key differences. Cryptocurrencies, like Bitcoin or Ethereum, are fungible,
meaning that one unit is interchangeable with another unit of the same currency. For example, 1
Bitcoin is equivalent to any other 1 Bitcoin. On the other hand, NFTs are non-fungible tokens,
meaning each token is unique and not interchangeable with others. Think of NFTs as digital
collectibles, like art or trading cards, where each item has its distinct value and characteristics.
Cryptocurrencies are fungible digital tokens, while NFTs are non-fungible digital tokens.

2: Introduction of cryptocurrencies to the monetary market

2.1: Where it all began

Bitcoin is commonly thought to be the first cryptocurrency, but there were several attempts to
create digital currency before Bitcoin. Although Bitcoin was the first well-established
cryptocurrency, there had been previous attempts at creating online currencies with ledgers
secured by encryption. Two examples of these were B-Money and Bit Gold, which were
formulated but never fully developed. The first cryptocurrency was eCash, developed by the
company DigiCash in 1990. The concept and company were created by cryptographer David
Chaum, who in 1983 published a paper titled "Blind Signatures for Untraceable
Payments.”"Chaum developed a so-called "blinding formula™ to be used to encrypt information
passed between individuals. "Blinded Cash" could thus be safely transferred between
individuals, bearing a signature of authenticity and the ability to be modified without traceability.
Chaum founded DigiCash to put his concept into practice several years later by creating the first
cryptographic electronic money called eCash. Although DigiCash went bankrupt in 1998, the
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ideas the company put forward and some of its formulas and encryption tools played an
important role in developing later digital currencies.

2.2: The Dawn of Bitcoin: A Digital Currency Revolution

Bitcoin's creation marked, in effect, the first milestone in the crypto revolution when it was
created in 2009 as the first decentralized currency to run on Blockchain technology. First
mentioned in a white paper that was published by someone with the pen name Satoshi
Nakamoto, Bitcoin promised the ability to conduct government-free transactions, relying on
digital signatures and digital coins instead of on centralized government-issued fiat currencies
like the euro and the US dollar among other Forex pairs. All transactions were kept on a ledger
that can be publicly accessed, ensuring transparency. On January 3, 2009, the first-ever Bitcoin
block was mined, marking the birth of Bitcoin's blockchain. Later that year, Satoshi sent 10 BTC
to computer scientist Hal Finney, marking the first Bitcoin transaction. As it had never been
traded, only mined, it was impossible to assign a monetary value to the units of the emerging
cryptocurrency. In 2010, someone decided to sell theirs for the first time — swapping 10,000 of
them for two pizzas. If the buyer had hung onto those Bitcoins, at today’s prices they would be
worth more than $100 million.

2.3: The Internationalization of Bitcoin: A Global Cryptocurrency

One year later, internet users realized that Bitcoin_may hold some value. On Bitcointalk, an
anonymous individual under the pseudonym of ‘dwdollar’ proposed a new platform for trading
Bitcoin. Called Bitcoinmarket.com, the website was first proposed on January 15, 2010. At a
similar time, the market saw the rise of a new Bitcoin exchange that would become the biggest
one in the history of crypto. In 2011 developer Jeb McCaleb converted his old website called Mt.
Gox, designed as a marketplace for the card game Magic: The Gathering, into an online Bitcoin
exchange. Later on, McCaleb sold the exchange to another developer, Mark Karpeles. The first
major event started in February 2011 when Bitcoin finally reached the price of $1. Only a few
months later, the digital asset experienced its first bubble reaching $31 in June. This was the first
parabolic rally that has shown people just how volatile Bitcoin can be. But just like in any other
bubble, the price violently crashed. After a short while, it returned to a single-digit value.

It did not take too long for Bitcoin to explore far greater price levels. In 2013, Bitcoin reached a
price of $200 by April. In November 2013, it already began to trade at around $1,000. Likewise,
the price crashed after a couple of months. After years of turbulent price action, investors started
a rally that would completely faze everyone, especially Bitcoin holders. In August 2015, the
price reached a bottom that we would never see again. With strong support at $200, we saw the
asset slowly rise in value over time. By June 2016, Bitcoin already came close to its previous all-
time high and was valued a$770.

In March 2017, bullish investors led to an all-time high of $1345, slightly above the previous
one. Giving absolutely zero chances for bears to recover, Bitcoin dropped only to $945 before
bouncing radically in a short time. Unexpectedly, Bitcoin entered a parabolic phase through
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which it successfully increased in value many times over. On December 11, 2017, Bitcoin
reached its final ATH at $20,000.

2.4: Celebrities and Crypto: Driving Hype or Fueling FOMO?

Celebrities are people who wield the power to change and influence people's decisions. Some
may genuinely care for their fanbase, but others say otherwise and only run after money. The
Securities and Exchange Commission (SEC) has charged eight celebrities, including Lindsay
Lohan and Jake Paul, for illegally promoting two cryptocurrencies, Tronix (TRX) and BitTorrent
(BTT), without disclosing that they were paid to do so. The SEC also accused crypto
entrepreneur Justin Sun and his companies of orchestrating a scheme involving unregistered
offerings of crypto securities, manipulating the secondary market through "wash trading,” and
paying celebrities to promote the tokens without disclosure. Six of the celebrities settled the
charges without admitting or denying the SEC's findings, agreeing to pay over $400,000 in
penalties. This action follows the SEC's previous charges against Kim Kardashian for promoting
a cryptocurrency without disclosing her compensation, highlighting the increased scrutiny of
celebrity endorsements in the crypto market.

2.5: Bitcoin's Wild Ride: Understanding Price Volatility

The year 2019 kicked off with more of the same, as Bitcoin looked for direction. It tried to burst
through $4,000 for the first few months, but finally hit it in April and then rose to $5,000. May
came and Bitcoin reached $6,000, then $7,000, then $8,000 before settling back in early June.
That month Bitcoin swiftly spiked to $13,000 before coming back.

By September, Bitcoin was back solidly under $10,000, and it continued to search for direction
and fell until the end of the year, finishing out 2019 at just under $7,200.

But with the turn of the calendar to 2020, Bitcoin picked up, rising over the next six weeks to
above $10,000. Amid the stock market downturns during the initial COVID pandemic wave,
Bitcoin wavered, falling to $8,000. Then during the drawdown, it plummeted on March 12, 2020
— from $7,935 to $4,826 in a single day, a decline of more than 39 percent! By early April, it was
back above $7,000, then $8,000, and finally began pushing $10,000 in May. After dawdling for a
couple of months, it finally rose to more than $11,000 in July and $12,000 in August. It settled
over the next few months, until October, when it pushed through $13,000 again and ultimately
vaulted to nearly $20,000 in November 2020, as financial markets tore higher on liquidity from
the Federal Reserve and the prospect of a COVID vaccine. The following can be listed
graphically-:
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Bitcoin Price Over Time

2.6: From Bitcoin to Beyond: The Emergence of a Multi-Coin Ecosystem

Following Bitcoin's groundbreaking success, numerous cryptocurrencies, often referred to as
"altcoins,” have emerged. Prominent examples include Ethereum, created in 2015, which
introduced smart contracts, enabling decentralized applications and blockchain-based platforms.
Litecoin, launched in 2011, aimed to be a faster and more efficient version of Bitcoin. Ripple
(XRP), founded in 2012, focuses on facilitating international payments, while Dogecoin, initially
a meme-coin, gained significant popularity due to community support and celebrity
endorsements. These are just a few examples of the diverse landscape of cryptocurrencies that
have emerged since Bitcoin's inception.

2.7: The Fall of Bitcoin: A Reality Check for the Crypto World

The whole world began to enter into a rat race, the youth was amazed with this ideology of
making quick and easy money. But as they say, "all good things must come to an end"
Thousands if not millions lost their hard-earned money because of cryptocurrency while the
owners profited and became filthy rich. Crypto ruined the lives of many due to its volatile and
unpredictable nature. The prices of many cryptos are currently at an all-time low. This recent
downturn in the crypto market can be attributed to a confluence of factors. Firstly, the broader
macroeconomic environment has significantly impacted cryptocurrencies. Rising interest rates,
coupled with concerns about inflation, have shifted investor sentiment towards less risky assets,
leading to a risk-off environment. This has prompted many to reassess their positions in high-
volatility assets like cryptocurrencies. Secondly, regulatory scrutiny, particularly from the SEC,
has created uncertainty and apprehension within the crypto space. The ongoing legal battles
surrounding XRP and the SEC's efforts to assert greater control over the market have instilled
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caution among investors. Finally, market speculation and the inherent volatility of
cryptocurrencies have contributed to the recent downturn. The speculative nature of the crypto
market, characterized by rapid price fluctuations, makes it susceptible to sudden shifts in investor
sentiment and market sentiment.

3: The Evolution of NFTs: The Next Wave of Digital Collectibles
3.1: Similar but not the same

NFTs, or Non-Fungible Tokens, are unique digital assets recorded on a blockchain, a
decentralized and secure ledger. Unlike cryptocurrencies like Bitcoin, which are fungible
(meaning one unit is interchangeable with another), NFTs are unique and irreplaceable. 2 This
makes them similar to physical collectibles like art or trading cards. NFTs can represent various
digital or real-world assets, such as digital art, music, in-game items, or even real estate. Their
history traces back to Bitcoin-based "colored coins” around 2012, but they gained significant
traction with the rise of the Ethereum blockchain in 2017.

3.2:The Enigma of NFT Value: What Makes Them Worth It?

The inherent value of an NFT is derived from its distinctive characteristics and the value the
market places on those elements. Individuality and scarcity often drive an NFT's value. For
instance, digital artworks, rare virtual items in games, and other unique digital assets can be
tokenized as NFTs, and their value is determined by the demand and willingness of buyers to pay
a certain price.NFTs also possess a digital ownership record that verifies authenticity, adding
another layer of value as it provides proof of ownership. This is particularly important in
industries such as fashion, digital art, and collectibles, where provenance and authenticity
significantly influence the value of an item. It's worth noting that the value of NFTs is subjective
and highly dependent on the demand and the perceived value of the digital asset it represents.

3.3:The NFT Hype: Is it Justified?

Side by side with the growth of Bitcoin, NFTs grew too. Everyone wanted in on this new
technology. No one wanted to miss out, NFTs never had a lot of potential to begin with, they just
grew because of hype and celebrity influence. It was like a stock being driven up but all for
fame. They did have a few upsides too, NFTs possessed the potential to revolutionize how we
own and trade digital assets, impacting areas like art, gaming, and music. They foster strong
communities around shared interests and provide a new avenue for digital collectibles.
Moreover, NFTs empower artists and creators by offering new revenue streams and enabling
direct monetization of their work. While the current level of NFT hype may be inflated, the
underlying technology and potential applications of NFTs are significant. As the technology
matures and real-world applications emerge, the market may evolve into a more sustainable and
valuable ecosystem.

3.4: NFTs Beyond the Hype - Real-World Applications
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Today, the use of NFTs extends beyond art and gaming. They are being used to represent a
variety of digital assets, including virtual real estate, digital identities, and even tweets.

One of the most prominent types of NFTSs is associated with the gaming industry. These tokens
have revolutionized gaming by introducing in-game economies, where unique traits and
accessories, such as weapons and skins, are tokenized. This allows for their transfer and usage
across different games, thereby enhancing players' gaming experiences and the economic
dynamics of the industry. Another popular NFT use case is the metaverse, or the future vision of
the internet that includes embodied interactions via avatars and virtual spaces. Virtual world
platforms such as Decentraland and The Sandbox offer parcels of virtual land as NFTs — some
of which have sold for over $1 million. Musicians have also eyed NFTs as a way to bring
blockchain-based verifiability to their work. NFTs augment how musicians receive royalties
through their music, bypassing the middle management of record labels. Finally, non-digital
assets have also become NFTs. A physical home in South Carolina sold for $175,000 as an NFT
in October of 2022. Tattoo artists can use a special tattoo machine that mints their design as an
NFT, allowing them to earn royalties each time that design is used. Items with both physical and
digital counterparts are called "phygitals” and often rely on NFTs to bridge the two.

3.5: Is the NFT Market Crumbling Like Crypto?

Buying and selling NFTs was like a game of hot potato, most of the people who bought an NFT

never planned on keeping it, they wanted to sell it to earn a higher profit. It was all a game of
quick money. Sadly this didn't work out for many, NFTs have had stunning collapses in value.
The Bored Ape collection for example, which became especially popular with celebrities, has
lost more than 90 percent of its value, amounting to several billion dollars. The singer Justin
Bieber and the Brazilian footballer Neymar are among those to have spent around $1 million
each on Bored Ape NFTs, only to see the value all but disappear. The fallout from the celebrity
NFT craze continues to this day. Footballer Cristiano Ronaldo was hit with a class-action lawsuit
seeking at least $1 billion in damages for his role in promoting NFTs issued by the
cryptocurrency exchange Binance. As a result, there is deep underlying skepticism about the
market. But Barbon says it can still have a future, especially if it returns to its origins as a
marketplace for digital artists.

4: The lllegal Uses and Dangers of NFTs and Cryptocurrencies

4.1: Pump and Dump Schemes in the NFT and Crypto Market

Pump and dump schemes are a common form of market manipulation, and the NFT market has
unfortunately become a target for these fraudulent activities. In a pump-and-dump scheme,
perpetrators artificially inflate the price of an asset by spreading misleading or fabricated
information to entice unsuspecting investors to buy. Once the price has been artificially inflated,
the perpetrators, who typically hold a significant portion of the asset, "dump" their holdings,
selling off their assets at a substantial profit. This sudden influx of sell orders causes the price to
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plummet, leaving unsuspecting investors with significant losses. In the context of NFTs, these
schemes often involve coordinated efforts on social media platforms and online forums.
Perpetrators may use bots and social media influencers to spread false or misleading information
about the value and potential of specific NFTs. They may create artificial hype around a
particular project, claiming partnerships with celebrities or promising unrealistic returns. These
coordinated campaigns can rapidly inflate the price of the targeted NFTs, attracting a wave of
unsuspecting investors. Once the price reaches its peak, the perpetrators, who have accumulated
significant holdings beforehand, quickly sell off their NFTs, causing the price to crash
dramatically. These schemes can be highly profitable for the perpetrators while leaving many
investors with significant financial losses. Investors must be vigilant and conduct thorough
research before investing in any NFT project.

4.2: Phishing Scams: A Threat to NFT and Crypto Investors

Phishing scams pose a significant threat to FT investors. Cybercriminals employ sophisticated
techniques to deceive users into revealing sensitive information, enabling them to gain
unauthorized access to digital wallets and steal valuable NFTs.These scams often involve
impersonation, with criminals creating fake websites, social media accounts, or emails that
closely resemble legitimate NFT marketplaces or renowned artists. These fraudulent platforms or
communications may _entice users to connect their cryptocurrency wallets; enter their private
keys, or download malicious software. Once access is gained, hackers can freely transfer or sell
stolen NFTs, often laundering the proceeds through complex networks to conceal their illicit
activities.

4.3: Money Laundering Through NFTs and Crypto

The decentralized nature of the NFT market has unfortunately created avenues for criminal
activity, including money laundering. Law enforcement agencies have identified networks of
criminals exploiting NFTs to launder proceeds from illicit activities such as drug trafficking,
cybercrime, and terrorism. These sophisticated networks employ various techniques to obscure
the origin of illicit funds. They utilize shell companies, create fake identities, and engage in
anonymous transactions within the NFT ecosystem. By overpaying for NFTs or engaging in
complex trading patterns, criminals can disguise the true source of their funds, making it difficult
for authorities to trace the illicit proceeds. This poses a significant challenge for law enforcement
and regulators as they strive to combat financial crime within the evolving landscape of digital
assets.

5: The psychological and mental effect of cryptocurrency:

The fact that bitcoin markets are open around-the-clock might cause compulsive price
monitoring, which can interfere with everyday routines and sleep. As investors grow obsessed
with every move in the market, this continual monitoring can lead to a vicious cycle of worry
and anxiety. The quest for bitcoin profits may result in excessive trading, disregard for other
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financial obligations, and debt accumulation. Investors may be tempted to make snap judgments,
frequently without conducting adequate due diligence, by the promise of rapid rewards, which
could result in large losses. Overemphasizing cryptocurrency trading can also cause social
isolation and disrupt relationships. Investors may overlook their social and personal lives as they
get preoccupied with the market, which could disrupt their bonds with friends and family.

6: Conclusion:
Cryptocurrencies and NFTs represent a novel and disruptive force in the financial and
technological landscape. While both leverage blockchain technology to facilitate secure and
transparent transactions, they cater to distinct purposes. Cryptocurrencies, with their fungible
nature, serve as a medium of exchange and store of value, potentially revolutionizing global
financial systems. NFTs, on the other hand, embody unique digital assets, fostering new avenues
for creative expression, ownership, and monetization in the digital realm. However, alongside the
immense potential lies a spectrum of challenges that demand thoughtful consideration. The
inherent volatility of cryptocurrencies necessitates robust regulatory frameworks to mitigate
financial risks and prevent illegal activities. Similarly, the NFT market requires measures to
ensure authenticity, combat fraud, and establish clear ownership rights. Furthermore, the
environmental impact of cryptocurrency mining, particularly those employing proof-of-work
mechanisms, necessitates a shift towards more. sustainable consensus algorithms. As the
technology matures, a collective effort from governments, financial institutions, and
technological innovators is paramount to harness the power of cryptocurrencies and NFTs for
positive societal transformation. Looking ahead, the potential applications of cryptocurrencies
and NFTs extend far beyond financial markets. From revolutionizing supply chain management
and intellectual property protection to facilitating secure and transparent voting systems, these
technologies hold the promise to reshape numerous aspects of our lives. By addressing the
existing challenges and fostering responsible innovation, cryptocurrencies and NFTs can usher in
a new era of financial inclusion, creative expression, and global collaboration.
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