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Abstract

In today’s rapid changing technological evolution, small and medium-sized enterprises (SMEs)
are exposed to serious information security risks as they depend more and more on technology to
run their businesses. This is because SMEs have not considered information security risk as an
essential factor before diving into the use of technology. SMEs can be exposed to three
categories of information security risk, which include risk associated with human errors,
malicious intent to cause harm and risk associated with technology and natural disasters. Apart
from this, SMEs are also facing some information security challenges. This study seeks to
provide some recommendations to SMEs and to the government on how SMEs can operate
securely despite the information security risks and challenges they face.
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I.  GENERAL OVERVIEW OF SMES AND INFORMATION
SECURITY

With the rapid evolution of technology in the world, many small and medium-sized enterprises
are grapping the opportunities offered by technology to increase their market shares as they
provide flexible services to their customers in response to their changing needs. (Aksoy, 2017)
(Povolna, 2019) However, the majority of SMEs haven’t taken appropriate measures to ensure
their reliance on technology doesn't make them vulnerable to technology-related attacks that can
lead to the destruction of their business with one of such measures been information security.
(Wilson, 2018). Information security does not only involve securing information from
unauthorized access. It is basically the practice of preventing unauthorized access, use,
disclosure, disruption, modification, inspection, recording, or destruction of information. This
information can be in either a hard copy or a soft copy. (Sajikumar, 2020)

Information here includes anything from viewing basic login details of a social media profile,
data on mobile phones, to complex issues like unauthorized access to company data, theft of
company data, and disruption of company services for malicious reasons. (Prescott, 2016).
Information security is not something that started today, it is written that during the First World
War, Multi-tier Classification Systems were developed for the keeping of mind sensitivity of
information and at the beginning of the Second World War, the formal alignment of the
classification system was created. (Loveridge, 2016) According to ISO/IEC 27001:2013,
information security is built on the following three core fundamental principles, also commonly
known as C.I.A. — Confidentiality, Integrity, and Availability.

I.  Information Confidentiality: It is the non-disclosure of information to unauthorized
users, entities, and processes. Information is said to be compromised or non-confidential
if any unauthorized access has access to this information.

ii.  Information Integrity: means maintaining accuracy. This means insuring that data
cannot be edited in an unauthorized way.

iii.  Information Availability: means information must be available when needed. For
example, if one needs to access information about a particular system at a given time,
both the information system and the needed information need to be available for that
process. One of the most popular attacks that can hamper the availability of information
is the denial of service attack.

Apart from the core principle that governs information security cited above, the following are
some additional concepts that need to be taken into consideration to make this concept complete.

iv.  Non repudiation: It is the principle of authentication information between the sender and
the receiver such that the sender of information is provided with proof that information
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arrives at the right receiver the same way it was sent. While the receiver is also provided
with proof of the sender’s identity, so neither can later deny having processed the
information.

v. Authenticity: It is a principle that verifies that users are who they say they are and that
each input arriving at destination is from a trusted source. This principle if followed
guarantees the valid and genuine message received from a trusted source through a valid
transmission.

vi.  Accountability: It is the act of ensuring that the actions of an entity should be traced
uniquely to that entity.

Information security is frequently thought as something for larger enterprises, but recent studies
show that there is a growing concern about information security in SMEs. (Bada, 2019)
Information security has been a concern for large enterprises for years in that all the security
models and guidelines laid down by international organizations for standardization,
like ISO/IEC27001: 2015 have been focused more on large companies, which in most cases are
difficult to apply to SMEs due to the size and capital of SMEs. (Merroun, 2022) Although
different countries and governments have written regulations in place for the implementation of
information security in companies, the majority of SMEs still neglect the risk to information
security by putting forth the argument that their business Is too small to allocate a budget for
information security management, forgetting that they constitute part of the present day global
financial activity. (Kwateng, 2022)

II.  SOME FUNDAMENTAL CHALLENGES OF INFORMATION
SECURITY IN SMES.

i.  The Challenges of Technology: SMEs want to explore the advantages offered by the
evolution of technology to expand their business as they increase their market share.
However, they lack the capital to invest in these technologies, such as buying licensed
software, up-to-date licensed equipment, and a budget to hire qualified personnel to
manage these technologies. SMEs generally use unlicensed software that is generally
exposed to computer viruses and cyber-attacks. (Baruah, 2018)

ii.  Absence of an Information Security Management Framework: While SMEs lack
access to adequate technologies, these technology challenges limits the preliminary
efforts of SMEs to manage information security risks.

iii.  Non-Implementation of the 1ISO 27001:2015 standard: It is often difficult for SMEs to
comprehensively implement the prescriptive requirements of ISO/IEC 27001:2015. This
is frequently due to SMEs' inability to create a framework for implementing necessary
guidelines such as risk management policies and procedures. This is also due to the fact
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that the ISO/IEC 27001:2015 requirements were designed for large companies and not
SMEs. (Ahler, 2021)

Untrained resources and non-maintenance of software tools: The majority of SMEs
lack the financial means to train and equip their critical manpower with the required
technologies to fight threats to information security. This is normally supposed to be a
continuing process as new threats are discovered every day.

i.  THE MOST COMMON IT THREAT TO SMEs

The adoption of the digital age by SMEs comes with an information security risk associated with
it, to which SMEs need to pay great attention as they contribute more and more to the economy
of the nation. The most common risks associated with SMEs are grouped into three main
categories as follows.

Risk associated with human errors: Everyone can make errors, no matter how well
trained and motivated they are. However, in the workplace, the consequences of such
human failure can be severe. Human error accounts for 52% of the root causes of
information loss, according to a report by (Maurer, 2015) In a study conducted in January
2015 concerning 700 business executives and technology professionals at U.S.
companies, on the effects of human error in information security, 42% of the respondents
cited "end user failure to follow policies and procedures,” another 42% cited "general
carelessness," 31% named "failure to get up to speed on new threats," 29 percent named
"lack of expertise with websites/applications,” and 26 percent cited "IT staff failure to
follow policies and procedures.” The above statistics thus show that information security
training programs need to be incorporated into the companies’ budgets. (Maurer, 2015)

Risk associated with malicious intend to cause harm: Malicious threats are threats
resulting from a deliberate attempt to do harm to a system. This can either be from an
internal persona or an external person in a company. Malware can be in the form of a
computer virus, a worm, a Trojan horse, or spyware. (Jumaeva, 2021) These malicious
programs aim to steal, encrypt, and delete sensitive data; alter or hijack core computing
functions; and monitor end users' computer activities. According to a report conducted on
the rate of malware infection in a company in the year 2020, 61% of organizations
experienced malware activity that spread from one employee to another (Mahboubi,
2020).

Risk associated with technology failure and natural disasters: Natural disasters such
as fire, cyclones, and floods also present risks to IT systems and data infrastructure.
Damage to buildings and computer hardware can result in the loss or corruption of
customer records and transactions. Such a disaster can cause SMEs to completely go on
operational, leading to an abrupt termination of the contracts of their employees, thereby
increasing the rate of unemployment. (Cvetkovi¢, 2017) As businesses rely more and
more on technology to operate, a failure in technology can have a detrimental impact on
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the ability of the business to function as the downtime of the business increases, causing
customers to cause long waiting periods. SMEs in which technology plays a crucial role
in their operations need to understand the reasons behind technology failures and take
appropriate measures to mitigate this. (Yi, 2016) Uncovering the general causes of
technology failure can go a long way toward ensuring the systems remain stable and
provide the performance they need. The following are five main reasons why technology

fails

>

Poor Implementation: A poorly implemented technical solution has the potential
to cause complex repercussions affecting an organization's IT infrastructure.

Poor Maintenance: A lack of regular IT maintenance on applications and
services that run the business could not only lead to poor system performance but
could ultimately result in the entire infrastructure  failing.

Overutilization of IT resources: Over utilization of the IT team and IT
equipment more than their functioning capacity can cause machines to break
down and staff to break out, thus slowing down productivity.

Complexity: With the fast growing evolution of technology, businesses need to
allocate a budget for continuing education to ensure the technology they use is not
obsolete and that they have an IT staff that understands the management of these
technologies.

Misalignment: Misalignment generally occurs when the implemented technology
is not aligned with the solution to a specific business requirement. When this
occurs, the IT system will fail to deliver.

IV. IT SECURITY RECOMMENDATIONS TO BE ADOPTED

a. Recommendations for SMEs

Evaluate the company's IT situation objectively and regularly

It is important to constantly do a review of the general status of the IT systems and data security
on a regular basis so as to have a complete knowledge of the IT infrastructure. It will also help to
have a good knowledge of the security strengths and weaknesses, which will help the IT
department to focus more on those areas. If the business does not have the manpower or the
skills required, they should try to seek external review assistance that has the required skills.
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ii. Continued education of staff

It is very important for businesses to set aside a budget for staff training. Staffs need to be aware
of the recent threats that affect other businesses and ways in which to mitigate these challenges.
As previously mentioned above, continued training of staff will help mitigate risk due to human
errors, which is the cause of more than 60% of all IT security breaches.

iii.  Provision of a personnel task manual:

Since the majority of SMEs often have a single staff tasked with handling multiple rules and
duties, a personnel manual written by a professional should be enforced; this is a manual that
takes into consideration all the IT security risks, outlines simple and clear operational procedures
on how a staff member should operate. This will be a great way to mitigate any IT security risk
as the staff will be charged with following the procedures outlined in this manual to carry out
their job.

iv.  Work together to create a risk aware culture

It is critical to educate and involve staff on key aspects of IT security on a regular basis, with a
focus on data security beginning with how data is collected, processed, and transmitted. It is also
important for SMEs to have laid down rules on how their essential operational assets can be
disposed of, such as company computer hard disks, RAMSs, backup systems and even office
documents for disposal. This is because some of these may contain some sensitive data that may
help any potential attacker to have clear knowledge of the operations taking place in the
company.

v. Use of a proven recipe for success

Learning and applying best information security practices that have been discovered and
developed over time is a tried and tested recipe for success in this field. ISO/IEC 27001:2015 is
the best world standard recipe for IT security. It specifies the requirements and best practices for
information security management controls for SMEs.

b. Recommendation to the Governments

i.  The role of the government

Since SMEs are becoming more and more important contributors to the economy of the country,
the government needs to put in place regulations and control measures to ensure that SMEs don’t
fall victim to potential IT security risks. This can be done by providing them with financial
incentives, free training, sensitization policies, procedures for operations, and so on. The
government should also have an effective IT regulatory body that can go around different SMEs
in the country to see that the security policies and procedures put in place are being followed by
the different organs involved.
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