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ABSTRACT 

The COVID-19 pandemic has had a significant effect on various aspects of life, including cybercrime. The pandemic has 

created an environment where cybercriminals can more easily carry out attacks, leading to an increase in both the frequency 

and variety of cyberattacks globally. This research aims to examine the impact of the pandemic on cybercrime worldwide 

by analyzing different types of cyberattacks. The focus will be on the evolution of these attacks from the initial outbreak of 

COVID-19 in China to current trends. Case studies will be used to illustrate how cybercriminals have taken advantage of 

significant events and government announcements to plan and execute their attacks. For example, the research may show 

how cybercriminals have exploited vaccine distribution announcements to launch phishing campaigns and how they have 

used fear of job loss to carry out ransomware attacks. The study's goals are to provide insight into how cybercriminals have 

exploited the pandemic and offer suggestions on how individuals and organizations can prevent and counter these attacks. 

Recommendations may include best practices for security measures such as multi-factor authentication, regular software 

updates, and employee cyber security training. The research may also offer tips for individuals to protect themselves from 

cybercrime, such as being cautious when clicking links or providing personal information online, especially during times 

of uncertainty and fear. 

 
 
Keywords: Covid19 Pandemic, Cybercriminal Activities, Cybercrime legislation, Economic Consequences, Attack Timeline, Cyber 

Security, Intrusion Detection. 
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INTRODUCTION  

Information is an asset to organizations and people have 

come to understand that information security risks can 

have a negative impact on their business, reputation, and 

relationships, resulting in financial losses in the 

commercial sector and potentially leading to legal issues.  

In 2019, a novel viral disease named Covid-19 was 

detected in humans and declared a global crisis by the 

World Health Organization (WHO) [1]. This pandemic 

led to mass quarantines in many countries around the 

world, starting from the city of Wuhan in China [2]. The 

pandemic has had a major impact on the lives of billions 

of people, causing financial downturns in many countries 

and changing the way people live their lives. 

Additionally, it has created secondary threats in the 

technology-driven society, leading to an increase in 

cyberattacks and cybercrime. Cybercrime is the biggest 

threat to the global economy, causing damage to business 

reputation, intellectual property, and resulting in data 

corruption and destruction.    

The year 2020 to today is known as a billion dollars lost. 

It has been notified in 2020 that hackers have gained ac-

cess to up to 4.6 million customers' personal data that in-

clude virtual card numbers as well. Russian Cyberattack 

in the same year on the government of the United State is 

one of the utmost disastrous data breaches (SolarWinds 

program including financial assets information, source 

code, and passwords) and invaded approximately 18,000 

government and private networks[3]. In 2021 hacker did 

a ransomware attack on Florida-based software and de-

manded $70 million in bitcoin that have an adverse effect 

on business across five continents with the Russian hack-

ing group tool Colonial Pipelines. In the year 2022 cyber-

criminals endanger the lives of people across the world 

the administers social security for Costa Rica was shut 

down and caused a state of emergency in the states. While 

another hacker breached Rockstars' internal slack channel 

and pilfered 90 videos of work-in-progress gameplay and 

hacked Uber (hacking email system, internal communi-

cation, code repositories, and cloud storage)[4], [5].  

CLASSIFICATION OF CYBERCRIMINALS  

The major reason for committing cybercrime is data 

breaching, monetary, personal motives, or any political 

and social crisis. It is classified under three heads deeding 

on the group that has been targeted for cyberattack. The fol-

lowing are mentioned as the classification categories:  

 

1. Cybercrimes against individuals: These include or-

dinary individuals and the reason behind the cyber-

crimes are lack of information and cyber security. In 

a report generated by Norton about 44% of the indi-

vidual consider themselves valuable targets for 

hackers. The cybercrimes that are mainly committed 

against individuals are: cyberbullying, cyberstalk-

ing, cyberdefamation, phishing, cyber fraud, cyber 

theft, and spyware.  

 

2. Cybercrimes against organizations: It mainly tar-

geted individuals to help the cybercriminals get a 

meager amount of ransom (depending upon the fi-

nancial status of the organization). On the other 
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hand, extremely confidential data has been breached 

both public and private. It is generally launched on a 

larger scale and attacks a company’s daily opera-

tions drastically. It includes attacks by viruses, sa-

lami attacks, web jacking, denial of service attacks, 

and data diddling.  

 
 

3. Cybercrime against society: It also committed tar-

geting the individuals in society and launched vari-

ous cyberattacks against the community (particular 

section or entire country). It includes cyber pornog-

raphy, cyber terrorism, and cyber espionage.  

TIMELINE OF COVID-19 RELATED 

CYBERATTACKS  

Cybercrime is technology-driven, which means directly 

related to technology and exploits it in its favor. Attackers 

took advantage of the unwary, panicked, scared people t 

to exploit them under various circumstances. In Covid19 

pandemic, people were scared and depressed, and mean-

while, cybercriminals found it an opportunity to strike 

globally. Accordingly, a survey was conducted by IT pro-

fessionals worldwide. It has been observed a drastic in-

crease in cyberattacks in the area of data exfiltration and 

data leakage (unauthorized removal or transfer of data 

from a device). Half of the respondents were also affected 

by phishing emails [6]. A graphical representation is 

shown in Figure 1 with its percentage. The attacks in-

clude Data exfiltration and leakages, Phishing emails, ac-

count takeover, malware downloads, ransomware, and 

application-targeted attacks.  

 

 

 

 

 

 

 

 

 

 

Figure 1: Comparative graph between Cyberattack and the re-

spondents 

In another survey [7] conducted by a Performance im-

provement partner to calculate the statistical data of the 

impact of cyberattacks globally during the pandemic sit-

uation shown in Figure 2, the United States declare that 

its first case of Covid-19 cyberattacks go up to 48% while 

in multiple states it is calculated as 64% and the world 

health organization reported that cyber-attack go up to 

22% during the pandemic situation[7], [8].  

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Cyberattacks globally during the pandemic situation 

declared by United States 

 

SECURITY MEASURES OF ENCOUNTER 
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CYBERATTACKS 

 

Multidimensional private and public collaborations are 

made between law enforcement agencies to tackle cyber-

crime effectively and the best way to go about it is by 

using Cross Domain solutions. It allows the organization 

to unify the system (hardware and software), and authen-

ticates manual and automatic transfer of information ac-

cess and different security classification levels. Follow-

ing mentioned security measures are revealed to the user 

using a safe network and encounter cyberattacks:   

 

1. Use strong passwords: One must maintain a differ-

ent username and password combinations for every 

single account. Use strong passwords with a combi-

nation of letters, numbers, and characters to avoid 

brute force attack, etc. 

 

2. Protect data and online identity: To protect data 

used encryption to the confidential and sensitive 

data and update regarding the fishing attacks to get 

rid of all the frauds. Moreover, identity protection 

must be ensured before making an online purchase, 

make sure the website is secure and authentic, and 

enable your privacy settings to avoid scams and 

fraud.  

 
 

3. Secure mobile device: Avoid downloading mali-

cious software to mobile devices and download ap-

plications from trusted sources. Update the operat-

ing systems, install anti-virus software, and use a 

lock screen to avoid access to your personal and fi-

nancial information. 

 

4. Protect the computer with security software: It 

includes firewall activation and antivirus programs 

to be installed on the computer, that monitor the data 

attempting to flow in and out over the internet and 

ensure safe communication, blocking bad traffic at-

tacking the computer.  

 
 

5. Parental control and updating the computer with 

the latest patches: Monitor the activities with pa-

rental control by keeping an eye on the browser his-

tory and the emails, enabling parental control in mo-

bile apps and browsers from secured sites. In addi-

tion to it, to keep attackers away from computers 

patches must be applied and blocked the hacker to 

break into a system and take advantage of software 

flaws. 

LITERATURE REVIEW 

With the acceptance of digital technologies, many facets 

of society have moved online, ranging from shopping to 

social interactions then business, industry, etc. on the 

other hand the rate of crime increased statistically. The 

latest report established by Hiscox in 2019 [9] reported 

that cybercrime growing incidentally with a prediction to 

reach $6 trillion by 2021 according to the cybersecurity 

ventures[10]. As we know that cybercriminals can launch 

their attacks from any location across the globe due to 

their profitable nature and low-risk level that is why cy-

bercrime is the adaptation of newbies.  

Cybercrime is also known as a traditional crime, Cross 

and Shinder 2008 [11] describe cybercrime as a crime tri-

angle, that specifies that cybercrime occurs due to three 

main factors. A victim, a motive, and an opportunity. The 

first factor known as a victim is the main target of the 
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attack while in paradox a motive is the aspect driving that 

drives criminals to commit attacks. The opportunity is a 

chance for the cyberattack to be committed, it can be an 

innate vulnerability in the system or any unprotected de-

vice. Other models for criminology are Routine Activity 

Theory and Fraud triangles use similar factors as in the 

previous model[12] to describe crimes [13]. Today’s at-

tacks have become more sophisticated and target specific 

(victims) entirely depending on the attacker's motivation 

mostly for financial gain, coercion, revenge, or recon-

naissance. Dhanjani et al 2009 [14] define “opportunity 

attacks” as attacks that are major victims based on their 

vulnerability or use hooks to be attacked. The researcher 

elaborates on the meaning of hook as any mechanism 

used to mislead a victim into falling prey to an attack 

(take advantage of the distraction, time constraints, panic, 

or any other human factor). Nurse in 2019 and Wilson in 

2011 [15] identifies these hooks and mentioned in their 

research study that victims are distracted by their interest 

and attention levels or when they are panicked. Corre-

spondingly, time coerces puts victims under pressure that 

eventually leads to mistakes and increased likelihood to 

fall dupe to scams and attacks.  

In the research study of Tysiac in 2018 [16], Opportunis-

tic attackers seek to maximize their gain for that they wait 

for the best time to launch an attack based on the condi-

tion (natural disasters, ongoing political reforms, public 

events, and country crises are the perfect cases of the con-

dition). A few examples are as mentioned: Natural disas-

ter in 2005 named Hurricane Katrina caused massive de-

struction in the city of New Orleans and the surrounding 

areas in the USA, as mentioned in the report of FBL 2016 

[17], After this natural disaster thousands of fraudulent 

websites appealing for philanthropical donations. In ad-

dition to that, the local citizen receives scam emails gain-

ing access to personal information for possible payouts or 

government relief efforts. Similarly, scams and attacks 

have been witnessed in uncountable natural disasters 

since the earthquakes in Japan and Ecuador in 2016 re-

ported by FTC [18], and bush fire in Australia in 2020 

reported by Elsworthy. Likewise, on 25th June 2009, the 

tragic death of Michael Jackson dominated the news 

across the world, and scam emails were circulated online 

amongst the citizen after 8 hours of his demise with the 

details of the incident reported by Naked Security[19]. 

These spam emails contain links promising access to un-

published videos, pictures, or Jackson’s merchandise that 

was linked to malicious websites and malware-infected 

attachments, more details are mentioned in the Hoffman 

research study in 2009 [20].  

Research has revealed that large public events, such as 

the 2018 FIFA World Cup, attract a variety of cybercrime 

activities. A report by ESET noted instances of individu-

als being lured with false ticket giveaways and campaigns 

during the tournament. Another study conducted by Jann-

son in 2018 found that 164 million email addresses and 

passwords were compromised in a data breach at 

LinkedIn and subsequently offered for sale on the dark 

web. The data remained undisclosed for four years, which 

led to a plethora of opportunistic cyberattacks such as 

scams, blackmailing, phishing, and compromised ac-

counts[21]. A study by Segura in 2017 highlighted that 

data breaches were utilized to send phishing links through 

private messages and InMail[22].  

Global Threats during the Pandemic 

In the year 2021[23], [24], adaptability and perseverance 

were the two main themes at the forefront. Organizations 

https://www.eset.com/fileadmin/ESET/INT/Docs/whitepapers/Ransomware_an_enterprise_perspective_Whitepaper.pdf
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adopted the emerging technology as a solution to over-

come the challenges of the covid19 pandemic globally, 

showing resilience in the face of uncertainty. However, it 

led to software vulnerabilities that can be exploited by 

cyber adversaries. In 2021, the network of criminal enter-

prises focused to support Big Game Hunting (BGH) ran-

somware operations and this trend exemplifies by the eC-

rime ecosystem (threatened to shut down the operations) 

shifts observed in 2021. Despite efforts by law enforce-

ment to seize ransom payments, a significant increase in 

ransomware-related data leaks (adversaries place on the 

victim data) were observed as compared to previous year. 

Additionally, targeted intrusion adversaries from coun-

tries such as Russia, China, Iran, and North Korea 

adapted to changing trends and events by employing new 

tactics, such as targeting IT and cloud service providers, 

weaponizing vulnerabilities, using ransomware for dis-

ruptive operations, and shifting to cryptocurrency-related 

entities.  

CrowdStike intelligence premier two new adversaries: 

WOLF and OCELOT [25] for labeling the targeted intru-

sions originating from Turkey and Colombia, with its 

presence the offensive capabilities outside of government 

correlated with cyber operation enhanced (highlighted 

the variety of actor end goals). In the hacktivist landscape 

development of the grassroots operations and establish-

ment of hacktivist groups (the Belarusian group cyber-

Partisans since late 2020), expanded the diversification of 

the Iranian hacktivist (western political developments) 

ecosystem. This research report will encapsulate the en-

tirety of analysis performed throughout 2021 that include 

the description of notable theme, trends, and cybersecu-

rity.  including descriptions of notable themes, trends and 

significant events in cybersecurity, this information em-

powers swift proactive countermeasures to defend valua-

ble information, now and in the future. 

Our research report will also paint a picture to show the 

enterprise risk is coalescing some critical areas that are: 

cloud workloads, endpoints, identity and data. As we 

know that the threat actors continue to exploit application 

software vulnerabilities across endpoints and cloud envi-

ronment. Moreover, ramping up the identities and stolen 

credentials bypassing the law enforcements. It has been 

observed in 2021 that up to 62% of the cyberattacks are 

malware free (e.g. hands on keyboard activities) and 32 

% of the attacks are malware, the attackers increasingly 

attempting to accomplished their goals through an ap-

proach “living off the land” to evade detection by the an-

tivirus products on their application software. Accord-

ingly, to the Overwatch tracked report the increase num-

ber of intrusion campaigns were  reported as compare to 

2020[26][27]. The increase rate observed was near to 

45% in such campaigns (categorize as unattributed). The 

Table 1 mentioned below analyze the types of threat ac-

tivity in interactive intrusion campaigns for the period of 

2020-2021.  

 

Table 1: Threat Activity for the Period of 2020-2021 an Inter-

active Intrusion Campaigns 

 

 

Type of 

Threat 

Intrusions attribute % in 

Year 

2020 

% in 

Year 

2021 

eCrime Criminal intrusion activity 

committed for financial bene-

fits.  

52% 49% 
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Targeted Targeted threat activity in-

cludes state-nexus destruc-

tion, cyber espionage and to 

generate currency to support 

administration. 

13% 18% 

Hacktivist Hacktivist intrusion activities 

committed for visibility or to 

gain a momentum.  

1% 1 % 

Unat-

tributed 

To make a confident attribu-

tion against the insufficient 

data that is available. 

34% 32% 

 

Moreover, the impact of BGH in the year 2021 was pal-

pable force felt across sectors worldwide with that the 

overall number of operating ransomware families in-

creased as highlighted in the Figure 3 mentioned below 

how valuable victim data is to adversaries.  

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: Overall Increase Rate of Operating Ransomware 

Families 

 

RESEARCH METHODOLOGY 

Systematic Approach for Investigating the impact of 

pandemic  

The systematic approach attempts to collect all practical 

incidents that fit against the research topic using obvious 

methods (standardized deviation) aimed at diminishing 

the bias and producing reliable findings for decision-

making and awareness of the general public. It is a com-

prehensive and well-organized document [28], [29]. The 

cybercrime and cyberattack incidents erupting due to 

Covid19 pandemic pose serious threats step to the global 

economy of the worldwide population. Following men-

tioned are the steps used for conducting a systematic re-

view of the research topic: 

 

1. Defining a problem statement: Determining the 

problem statement with an explanation in research, 

identifying the effect of cybercriminals with the ad-

vancement and adaptation of technology. Moreover, 

we will investigate the effect of Covid19 on cyberat-

tacks and cybercriminal activities with technology 

driven.  

 

2. Identify the scope of studies: Identifying the re-

search questionnaire addressing the thesis topic and 

narrowing down the scope of studies, using variety of 

online resources (journals, articles, conference pro-

ceedings, online relevant studies, books, advance 

search, and blogs).  

 

3. Searching, Collecting, and Refining Information: 

In this step of the research study, we will look for the 

relevant research studies and evaluate, analyze, and 

synthesize it to identify the key findings that emerge. 

In this research, we will look for the precious cyber-
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attacks and identify the reason behind each cybercrim-

inal activity. Moreover, investigate the effect of it on 

the people, social and economic situation across the 

world.   

 

4. Processing, Comparing, and Presenting Infor-

mation: In this step critically evaluate and elaborate 

the information obtained through the previous step 

and compare it with the previous literature and then at 

last formulate a solution and present the information 

with the results and conclusion. Figure 4 mentioned 

below shows the steps required for the synthetic ap-

proach for investigating the impact of cybercriminal 

activities during the pandemic situation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: Steps of Systematic Approach for Investigating the 

Impact of Pandemic 

RESULTS AND ANALYSIS 

Result of Systematic Literature Review  

We have discovered through our literature review and re-

search methodology that a significant amount of research 

has been conducted in the areas of cybercrime, cyberat-

tacks, and cyberthreats over the past few years and we 

examined that 161 research articles were found to be most 

closely related to our research study and objectives.  

Research Paper Distribution 

Total of 28623 research articles were in the first phase of 

information retrieval from six different databases and re-

fined using the tollgate approach which includes five dif-

ferent phases to the refinement of research articles.  

Figure 5 show the details of the refinement process using 

the tollgate approach. 

 

 

 

 

 

 

Figure 5: Statistical Detail of the Refinement Process Using 

the Tollgate Approach 

CONCLUSION 

As technology advances and society adapts to it, the rate 

of cybercrime increases and impacts economic and soci-

etal circumstances, particularly during pandemics such as 

COVID-19. Our research over the past five years has 
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identified common patterns among many cybercrimes 

and cyber-attacks through systematic approach. It has 

been noted that the number of cyberattacks worldwide is 

on the rise each year and affecting individuals. The 

COVID-19 pandemic has had notable effects on cyber-

crime and cyberattacks, including an increase in phishing 

and social engineering tactics, a rise in ransomware at-

tacks, an increase in attacks targeting remote workers, an 

uptick in supply chain attacks, and an increase in scams 

related to the pandemic. In summary, the COVID-19 pan-

demic has presented new opportunities for cybercrimi-

nals and has emphasized the requirement for advanced 

cybersecurity measures to combat cybercrime, particu-

larly in a remote working scenario. 
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