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Abstract.

ICT is one of the fastest industries in the globe, the emerging and technology trends
provide opportunities for the company for business systems and application manage-
ment together with the control and security measurement. The emerging trends can be
online service and online application, social media, cloud computing, bring your own
device (BYOD) and etc. The ICT for business systems and applications management
can be project management, software development, design, integration, process and
analysis, requirements for system scoping, testing and implementation. The ICT ser-
vices involve a company’s IT infrastructure, capacity management, virtualization, net-
working, IT asset management, system design and development as well as communi-
cation together with the data and disaster recovery, backup contingency plans, redun-
dancy and replication for resiliency and business continuity (GWA 2016). The ICT
control for better use of information to work for more efficiently and meet its desired
tempo. ICT security means for information and data protection from unauthorized ac-
cess and prevents data leakage.

Keywords: ICT Demand and Supply. Governance. Operation. Tactic. Strategy.
ISO.
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1 Introduction

The overall idea of how an ICT demand and supply are depending on an organization
to facilitate and realize of its criticality of ICT functions that would impact the business
performance and business continuity. For instance, products and services for I'T demand
for business ideas and opportunities and IT supply with an ability to work on its re-
sources and budget constraints.

The business is relying on the technology for growth and ICT demand is expected to
increase tremendously when more ICT professional are demanded to accommodate the
business growth that moving toward emerging and technology trends. ICT requires cer-
tain skills, whether creativity or innovative sufficient for business transformation (Niall
Murray 2016). Based on the employment projection, it projected up to 20% growth of
ICT demand. (Industry Projection 2016) in various areas especially in big data man-
agement, cloud computing and cyber security sectors (People Bank 2016). The highly
skilled ICT professionals together with the IT changes and disruptions needs in an or-
ganization is expected with the competency of the ICT professional consists of their
skills including technical and personal skills that complements the functions of ICT
requirements. The planning and management in ICT for developments in technology
and value chains together the IT lifecycle of an organization to change and to meet the
technology trends. This has enabled growth and success of various application devel-
opers and solution integration providers to provide highly skilled professional to em-
power the end-user in a relevant technology development.

The framework in of Information Technology Infrastructure Library (ITIL) is a good
example of good practices to address the demand in an effective ICT management. It
brings the company in a good understanding of ICT process and standardizes the sup-
ply. plans, delivery and support of IT services to their businesses (TechTarget 2016).
The delivery of ICT products and services can be challenging and complex due to the
high maintenance cost and its lifecycle chain. Technology trends are fast moving, the
rapid change of technology resulting technology obsolete within a short period of time,
an organization needs to focus more on the supply management to identifying the sup-
ply chains, data protection, integrity and smooth services with low budgets. The per-
formance of the product and service must be measured in its quantitative including
availability, response time and its continuity.

ICT demand and supply for an organization is a communication channel that can be
structured and staffed by collaboration and support from all parties to meet the business
objective. To start with the ICT demand and supply, an organization to identify prod-
ucts and services by evaluating its functionality and its lifecycle with improvement
along the way by relying on the internal strength or an external source to improve it and
certify it. The consideration of it functionality including research, plan, design, write,
test, consulting and information technology system needs, hardware, software and ap-
plications to ensure that process orientation and task orientation meeting the condition
of process effectiveness and achieve the control perspective for service delivery.
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2 ICT Frameworks and Processes
The ICT frameworks and processes can be structured in the following: -

Planning to identify and define the ICT strategy including products and services fol-
lowing by managing its Service Level Agreement (SLA) at operational levels. Planning
must include IT development that aligns with business plans and functions with archi-
tecture and application design for technology observation to achieve innovation and
sustainable development target. E.g. resources that responsible for strategy and execu-
tion work with regard to the ICT support

Build & manage for ICT integration including system engineering, staging and testing
of solution deployment to ensure service delivery, change support and incident man-
agement to detailed of all activities into documentation. Setting up information strategy
to establish chain development, technology development, information and portfolio
management and establish good processes.

Management in ICT strategy including security development, quality development,
engagement with all levels, training, procurement, risk, process, business change and
IT. The management is to ensure the facilities are available to users, business data man-
agement, operational supplier management and functional management in information
specification and transition.

There are several factors that an organization needs to take into consideration when it
comes to a decision for the ICT requirement for service delivery improvement such as
the source and how to manage the risk of the supply. The ICT supply can be identified
based on the product and service’s capability and its capacity together with an adequate
information through a thorough analysis of technology and environment factors before
delegate people and process to a provision so to supports an organization’s operation
with sufficient storage, information and messaging management and security measure-
ment for data protection. The critical success factor in the ICT supply can be measured
based on the scope, quality and delivery, certainly involvement of risk assessment and
mitigation during the planning phase. As part of the responsibility of ICT procurement,
the company needs to measure it market capability and advise the sourcing model for
the performance impacts, risks and dependencies for the growth. The company must
frequently include ICT requirement in the board’s agenda and discussed predominantly
at the board level on the alignment of ICT strategy integration to business strategy to
effectively and staffed the ICT functions.

To effectively staffed the ICT functions at the operational, tactical and strategic level
depends on organizational controls that involve insight into the business operation and
improve ICT processes for business. The ICT governance which also part of the ICT
control helps to develop some foresight business objectives against the ICT strategy
and performance, tactics and operations. It addressed a benchmark of ICT demand and
supply for the company toward a positive level of business service, operation and
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management. E.g. Control ICT for effective innovation, comply with legislation
quickly and efficient ICT planning. It could be a challenging activity where it requires
management involvement, information gathering, and observation of operational im-
provement but it gave direction to align with the objective of ICT demand and supply
which results in whether in short term or long term for company’s interests including
minimal costs and efficiencies in business aspect, steps required for business improve-
ment.

The framework of ICT demand and supply of operational, tactical and strategical ex-
plains briefly in the followings: -

Operationally — influence in core service in a business including the supply platforms,
information and service management, information security, information exchange and
collaboration services. How business data management influence operationally in both
user management and functional management are the elements an organization needs
to define for change and support in information specification requirements in preparing
transition and develop an automated information system, support incident for problems,
user communication, availability management and data management. The operation in-
volves processes in impact analysis, design activity to decide on the required function-
ality, realize of change follow by testing the function that leading to function acceptably
before the production implementation.

Tactically — how practical in ICT research and development, concepts, exercise and
operation based on the ICT functions to meet the return on investment (ROI) and total
cost of ownership (TCO). It involves planning and control based on the strategy for
business information management annually that includes priorities information plan-
ning activities and the costs to execute to ensure responsibility for the project orienta-
tion and continuous activities; financial management including cost control for execu-
tion and monitoring of the cost assignment for information system and the procured to
the relevant services; quality management to review the ICT facilities that meeting
quality for the operation maintenance, quality and user satisfaction; control manage-
ment to provision of information and ICT service requirements before making adjust-
ment to the product and service to meet the satisfaction of the people who use it.

Strategically — to source and implement ICT functions effectively via tools, templates
and good practices with detailed plans, scope, cost, time and resources and a proper
documentation. The strategic in the ICT framework must meet the discipline in man-
agement with ICT governance in all ICT aspects. The monitoring, compliance and ICT
management for efficient and effective use of ICT resources to meet the control, guide-
line, policies and procedures on the usage of ICT and to ensure that the usage being
utilized ethically and consistently.

ICT demand and support must be aligned with a dynamic technology and business en-
vironment together with governance, agility, business informs, application and opera-
tion control, demarcation and source of service level to meet an organization’s business
improvement and continuity.
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3 Certification entails with ICT

Certification is a recognition of products and services, an object, person and organi-
zation that meeting certain standard and able to demonstrate a good and reputable in
deliver of products and services to the people. Certification provides independent veri-
fication of certain levels of expertise in a particular area, e.g. ISO9001 a title of a doc-
ument that outlines the requirements an organization must maintain quality manage-
ment system.

International Organization for Standardization (ISO) consisting of product, process and
management standards aims to develop worldwide standardization by promoting adop-
tion of an international quality standard for an organization to consistently meet the
requirements that are set out in product and process standards. Why an organization
chooses to do this is because international standards are the central cohesive source of
support of our society, ensuring the safety and quality of products and services, facili-
tating international trade and improving the environment. Some organization chosen to
do this because companies desire in gaining trust, gaining market share, comply with
uniform and rigorous industry standard of best practices and pass a company backup
verification. The standard shows the core principles account documentation, a chain of
title, consumer feedback, complaint and dispute, a statute of limitation compliance,
vendor management, credit bureau reporting, resale and other relevant operation pro-
cedures. Conformity to international standards helps to gain consumer satisfaction by
ensuring the products and services safeness, reliability, good quality and environmen-
tally friendly at the same time help businesses to control costs through system improve-
ment and processes when the standard is met.

The certification can happen through an ISO standard structure which is also in pro-
cesses and approach concept. A process approach to understanding and organizing
company’s resources and activities for operational optimization (Overman & Associ-
ates 2016). System approach to help management to determine interaction and sequence
of processes when manage them as a system to meet customer satisfaction (Overman
& Associates 2016) so as to achieve the desired result more efficiently. To improve
processes and its effectiveness, it is recommended to use the Plan-Do-Check-Act
(PDCA) cycle process. Plan to define and built up quality standard processes, Do by
executing the plan, Check by setup measurements to identify compliances with the plan
and Act by constant improvement of product and service performance to meet customer
expectation.

Various types of certification are possible, giving examples for ISO27001, if the com-
pany to comply with various regulations, e.g. control and governance and data protec-
tion then ISO27001 to help in meeting requirements for security compliance that ena-
bles the company to do it in an efficient way. Not only that, ISO27001 is particularly
good in differentiation, it enforces the company to identify the responsibility to
strengthen the internal strength for precise decision in different aspects whether deci-
sion, or authority or information assets. The differentiation helps products and services
in the current competitive market with a unique selling point to the consumers when
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dealing with a customer’s private and confidential information. Certainly, quality man-
agement system that improves company and product quality at all levels of processes
in the entire company to meet the sales revenue stream and more business objectives

The standards element consists of quality management system, management responsi-
bility, resource management and product realization, these are parts of rules and guide-
lines for specific technical specifications and criteria that may be part of the standard
the company was chosen.

The implement of quality management system is company and top management deci-
sion and consideration for improvement in operation, strategy, employee and cus-
tomer’s expectation. ISO standards are being applied by companies for a result in aim-
ing to improve the quality and profits and also customer requirements especially multi-
national company focused businesses. Not only that, required by regulatory for quality
product, e.g. sensitive medical equipment; to gain market presence with a competitive
advantage.

A brief summary of the key requirements is as follows: -

. Quality Management System = a process that ensuring of high quality and
meeting customer requirements and expectation.

o Management Responsibility - Provide assurance to customers with a com-
mitment. Define a vision and policy for all people stay informed.

. Resource Management - assign tasks to the right people with guidance and
information sharing and collaboration, and interactive to create and maintain positive
and harmony workspace.

U Product Realization - Clearly define the requirements and specification by
understanding customers buying behavior, offer right product and design requirement,
always align with product vendors and suppliers to ensure specification are followed.
° Measurement, Analysis & Improvement - Identify issues, risk assessment,
continuous monitoring and measure customer satisfaction, an action for audit and com-
pliance check, fix issues.

The company required to consider throughout the benefits and financial involvement
when implementing ISO standard and obtaining ISO certification. ISO standards help
transform the company’s quality system to meet customer expectation. The company
will enjoy its benefits such as good understanding and communicating to company’s
process, great culture and empower employee morale, improve operation consistency,
focus management and staffs for efficiency, save cost. The Quality with improvement
encourage for better financial returns, international quality recognition and create value
for business opportunities. The costs of ISO implementation are quite substantial, the
consideration to be taken in when implementing ISO including time, effort and cost to
put in, but It can be offset by a better sales revenue, better productivity with reducing
of defects and malfunction possibility.
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The processes of certification using the Information Technology Infrastructure Library
(ITIL) can be adopted for ICT operations. The ITIL is a methodology for managing IT
as a service. It focuses on the users rather than on the technology. ITIL is frequently
used as a method of preparation for achieving ISO20000 certification. ITIL method was
formed based on the ISO20000 standard and the processes set up in corresponding to
this method transiting to ITIL version 2 and then ITIL version 3. The ITIL structure can
be established by measuring the achievement of processes and evaluation for improve-
ment. Setting up of ITIL to establish the priority for customers and their satisfaction as
well as the possibility in identifying the quality. ITIL version 3 views an operations
organization from the products and services and lifecycle that delivered to customers.
It was a phase for strategy determination, a phase of design, a phase of product and
service in operation with improvement. The key benefits of ITIL are to increase staff
retention, morale, support business change and continual improvement, enables flexi-
bility in IT services whilst managing risk and to increase return on investment (ROI)
and total cost of ownership (TCO) of IT and toward a transparent IT cost and assets.

Some example of certification is as follows: -
1.1SO 9001

The purpose of the certification is to satisfy customer requirement and meeting quality
management system standards. It defines the rules and guideline for a quality manage-
ment system to the company to provide assurance to the customer about the quality of
their product and service. This certification requirement is applicable to all types of
companies.

ISO 9001 defines the rules and guidelines for implementing a quality management sys-
tem into organizations of any size or description. The standard includes process-ori-
ented quality management standards that have a continuous improvement element.
Strong emphasis is given to customer satisfaction. ISO 9001 registered companies can
give their customer important assurances about the quality of their product and/or ser-
vice (Chris Anderson 2016).

2.15020000

The standard for IT service management enables IT organizations to provide IT service
management process aligns the needs of business and align with international standard.
It helps the company to deliver managed services, identify performance to meet cus-
tomer expectation and measure service. The certificate uses process-approach to con-
tinual improvement and its benefits the company to offer competitive differentiation by
high quality and reliable services, assurance to customers that the service requirement
is fulfilled, reduce the cost of conforming to the multitude of regulations, help leverage
ITIL practices to optimize resources and processes.
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3.1S014001

The standard defines environmental management and good practices for global indus-
tries. The structure of ISO14001 is similar to the ISO9001 standard, it gives manage-
ment a tool to control environmental aspects, improve performance and comply with
the regulatory standard.

4.I1SO/IEC27001

The standard is best known in the requirement for the information security management
system (ISO Store 2016), it helps to manage the security of assets including financial
information, intellectual property and customer details. The company can choose to
implement ISO27001 to benefits the best practice and reassure customers the require-
ment is followed.
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4 Review of ICT Governance & Improvement

It becomes imperative for IT Management personnel and those involved in ICT Gov-
ernance improvement to have a good understanding of, and be able to deploy, suitable
marketing and communication approaches to gain the trust and buy-in of stakeholders.

Critical to the success of ICT Governance initiative is an effective communication plan.
The communication plan is based on a well-define influencing strategies.

These approaches although seem generic in nature may not fit any organizations. Every
organization will have its own existing culture and choice of ICT Governance ap-
proaches.

Develop a presentation (diagrams and text) to explain the following:

a. Identify stakeholders’ groups to be influence and their key messages.

b. Your choice of marketing and communication approach to gain stakeholders
buy-in.

c. Explain the key communication messages you need to address.

4.1  Identify stakeholders’ groups to be influence and their key messages

The key message of stakeholders to be influenced is the communication on the major
objectives and IT Governance that brings values and benefits to the organization. Im-
proper processes and lack of communication are the major causes of failures, with in-
adequate communication and a common understanding the requirements and issues.

Stakeholders (Key Messages

Groups

Sponsor . Why IT Governance? To share benefits and objective of IT
Governance initiative and successful delivery of the strategy and vi-

(Executive, sion.

CEO) ° Launch IT Governance Project so to realize the benefits in
return on investment (ROI) for shareholder value and leveraging the
investment for better profits.

The manage- |e IT Governance that brings ROI stakeholder value, decision

ment team (Ex-|and accountable for IT Governance that influence current and future
ecutive, CFO, [capabilities to support business needs and company’s growth.

CIO, COO) e To take ownership of IT Governance, share business and IT
objectives and working towards company’s goals for the investment]
in the IT Governance project, IT services and projects for efficient IT|

capabilities and cost-effective IT solution.
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. Support IT governance policy for long-term vision and con-
tribution IT to the company’s strategy.

. Assurance of strategic alignment and contribution of IT Gov-
ernance for value generation, information security, risk management,
capital management and IT processes and performance.

. Championship for IT Governance within an organization for
an organization’s IT management and governance.

° Responsible to convinced that investment in IT management|
and Governance create value for the organization.

° Awareness of IT related risks with IT Governance and control
of IT activities. Transparency in IT decisions to reduce risks and fail-
ure on technology dependencies. Also to ensure IT complies with pol-|
icy and align with relevant regulatory.

° Advise on the IT costs and benefits, incorporate of govern-
ance requirement into the purchase process

. Reducing the gap between the IT team, other teams and man-|
agement for a common understanding of value delivery by technology,
governance and control.

° Intergrade governance principles into induction and perfor-
mance appraisal measurements.

IT Manager /
IT Governance
Manager / Core
team

U Direct reporting to CIO to the decision management for IT
and business strategies and operational alignment

° Work toward company’s goals in IT Governance implemen-
tation.

° Influencing strategy and IT Governance presentation to the
CIO and the management.

° Involving the business in IT decision for technical obstacle
and encourage share responsibility for IT outcome with feedback and|
suggestion via satisfaction surveys to rectified IT problems that prob-
ably impact to the business operation.

. Standardized processes and consistent approach on the initial
governance and control framework.
° Project team form, strengths and weaknesses analysis and

identified and considered external case studies that impact IT Govern-
ance.

° Define critical success factors, communication plan, with rel-
evant work breakdown structure for a common understanding, forecast
IT Governance project based on maturity assessments via control
framework.

° Manage risk, standardize processes with consistent ap-
proaches, comparison and recommend of external best practices, e.g
CMMLI, Cobit.

° Profession in IT service delivery with performance improve-

ment in risk mitigation, continuous efficiency and quality|
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improvement, increase assurance in governance and control and effec-
tive IT measurements.

. IT trend realization, Agility to response to the IT change that
influence and improve business performance and continuity. IT bal-
ance business scorecard that influences and brings value to the com-
pany and sound management discipline and control are needed for IT|
complexity in the current fast changing and unique conditions.

° Formulate sustainable approach for current and subsequent]
IT Governance projects.

° Integrate existing and planned governance practices, support
customer’s governance approach.

° Define plan and deliverable, undertake core tasks, process re-
port and provide training and development to ensure adequate educa-|
tion and communication at all levels.

. Communication of governance and control between users for
them to understand business needs for improvement in alignment be-|
tween IT and business.

IT Strategy
Committee

° IT strategy on IT value, risk and performance for IT develop-
ments, alignment of IT with business direction and meeting IT objec-
tives to the management.

° Contribution of IT strategy to the business objectives includ-
ing risk, return and competitive aspects of IT investments.
. Progress on major IT projects and achievement of strategic

IT objectives through effective IT resources, skills and infrastructure|
strengths or leverage on external advisors for IT governance guidance
U Steering committee sign-of annual Governance plan, aware-
ness of IT-related issues with support from the management board,
recognize IT Governance like ITIL/ISACA brands iscomple the IT|
Governance solutions.

Internal stake-
holders- team
member, man-
agers & inter-
nal customers

° Team members — clear understanding of responsibility and a
pleasant working environment.
° Managers — clear communication to the members, and help

to complete projects, a model of good practices to teams, understand
business decision and networking opportunities for long-term plan-|
ning through an effective IT governance.

. Customers — act in a professional way of conduct, clear un-
derstanding and consistent manner at all the time from a good reputa-
ble company.

External stake-
holders — cus-
tomers, indus-
try experts &

Organization follow the good IT practices, framework, solution and|
governance and control focused mainly in
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leaders, audi- |e Customers — meeting their needs of the goods and services
tors, govern-  |that company/organization offers, buying decision via word-of-mouth
ment, share-  [that influence others.

holders & in- |e Industry expert — influence positively about the company or
vestors, com-  (its products and services when requested to do so.
munity, suppli- e Leaders — influence the buying decision and willing to try out|

ers, agents and |the company’s products and services

trade union . Auditors — coordination with governance strategy with assur-
ance on the control over IT and performance management system.
U Government — legislate to govern what the company can do
and influence on the governance
U Shareholders and investors— good governance influence them
to continue to provide funds and invests for the company
U Community — may have interest in its building with a good
reputation of the company
U Suppliers — influence willingness in resource and goods allo-
cation.
U Agents — a good reputable company with good IT governance
that they represent
O Trade union — recognize the company that contributed to the

pay and working condition of employees.

4.2 = Marketing and communication approach to gain stakeholders buy-in

The marketing and communication approach to gain stakeholders buy-in is important
in ICT Governance. A full support from the management especially the key stakehold-
ers is required to implement and execute the strategic plan with a great idea put into the
plan. A majority of the work done through performance management focuses on em-
ployees can’t supplant the key aspect of the governance strategy.

The key stakeholders are the people and groups who can influence and affect the deci-
sion of the governance strategy. Stakeholder management forms up of stakeholder en-
gagement with different departments in the relevant department’s/company objectives.
Effective stakeholder management helps in interpreting the environment factors, re-
sponding and influencing the business decision. It enables a constant methodology by
ensuring an appropriate response in particularly to the company’s issues that consider
or impact the stakeholder’s interests.

The model of engaging with stakeholders (figure 1) can be done through annual con-
ference, meeting, the global forum, projects, join planning and capacity and etc.

GSJ© 2020
www.globalscientificjournal.com

916



GSJ: Volume 8, Issue 9, September 2020

ISSN 2320-9186

13

High influence
y high interest

High influence
low interest

Low influence
high interest

Low influence
low interest

Figure 1: Stakeholders engagement model

Inform

Leverage on fact sheets, circulars, Newsletter to keep stakeholder in-
formed so to provide balanced, objective, accurate with consistent in-
formation to help stakeholders to understand the problem, alternatives,
opportunities and etc.

Consult

Leverage on public comment, surveys, websites to keep stakeholder in-
formed, listen and knowledge to provide feedback and obtain feedback
from stakeholder on analysis, alternatives to influenced on governance]
strategies outcome.

Involve

Leverage on the workshop, meeting and conference to work together to
ensure stakeholder’s concern and aspiration are directly reflected in the]
development and influenced the outcome. The objective is to work di-|
rectly with stakeholders throughout the process to ensure that their con-
cern and needs are constantly considered.

Collaborate

Leverage on tools, groups reference, simulate projects and facilitated a
consensus building forum for decision-making for advice and innova-
tion in formulating solution and incorporate the advice into the outcome
to the maximum extent. The objective is to partner with the stakeholder
including the development of alternatives and solutions, determine the]
preferred solutions with decisions.

Empower

Leverage on joint planning, provision of data, projects sharing, capacity|
planning even the governance to implement what have decided to sup-
port and complement the actions. The objective is to place a final deci-
sion making in the hand of the stakeholder. Stakeholders are encourag-|
ing to actively contribute to meeting the governance and control objec-|

tives and outcomes.

GSJ© 2020
www.globalscientificjournal.com

917



GSJ: Volume 8, Issue 9, September 2020
ISSN 2320-9186

14

The following 3 perspectives to gain stakeholders buy in;

Process-change Communication L

= Show benefits = |dentify stakeholders communication needs = Don't sell idea, sell opportunity
= Explain the concept to ensure success = Document results, keep informed on the = Specific plan for business end goals
» Understand where it can help status = Prove the value of contents

= Understand what motivate manager = Show the numbers and return on investment
(ROI)

Figure 2: stakeholders buy in process (source: Todd Ballowe 2016).

Stakeholder management expose to some risks (figure 4) and challenges (figure 4)
that would affect the engagement and communication process.

A

Misunderstanding of the objectives
Different expectations on the process and outcomes

Neglected from the process
Unable to attend ]oin the engagemem due to location issues

Inadequote time to participate to the engagement
Failed to raise concerns due to short timelines

|

Figure 3: Common risk
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Internal Executives; Managers; Supervisors; Team Customers; Beneficiaries
members; workforce . Failure to communicate

Unwilling to change .Ineffective communication .No
clear vision and benefits of change .Leadership not
align .Lack of resources .No training to the staff
Change of regulatory policy

Public; Goverment; Authority; Community; Media Partners; Suppliers; Others

Figure W%

Rlsk&{:n e maﬁ?age‘

b. Data collectlon observation on attendance timelines to meet the objective, obtain
a benchmark for measurement, survey and questionnaires.

Objectives/

Outcomes

Engagement

Evaluation Questions Evaluation Meth-|Evaluation Execution
ods
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Planning

. What planning pro-
cess for the governance strat-
egy?

. What could have
been improved differently
upon the governance and
control?

° Was there sufficient
budget and resource for the
governance strategy plan-
ning?

. Did we neglect any
stakeholders?

Engage-
ment

. What are the en-
gagement methodology? Will
it work well?

. What could have
been improved by doing so?
. Did we have suffi-
cient budget and resources?

. Were the stakehold-
ers supportive throughout the
engagement?

° Fact
sheets

° Surveys
° Forum
° Meet-
ing

° Confer-
ence

° Feed-
back sheets

° Web-
sites

° Data
collection

° Inter-
view

° observa-
tion

Benefits/

Outcomes

. ‘What was changed
in governance and control
policies?

. How did commit-
ment to the governance pol-
icy change?

. How has the quality
of services, projects im-
proved?

. How has the rela-
tionships with the stakeholder
changed?

° Conduct
weekly meeting
° Conduct

monthly/quarterly con-
ference

° Conclusion of
governance and control
policies

° Observation on
the engagement process
° Conduct one-
to-one interview with
stakeholders

° Complete feed-
back sheet, survey, data
collection on forum and
websites

° Collect and an-
alyze data on number of
stakeholders participated
in the engagement activ-
ities

4.3 Key communication messages

The key communication messages need to address are the implementation structures,
processes and relational mechanisms in a company/organization in order to enable both
business and IT professionals to execute their functions in support to business-IT
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alignment and in the creation of business value within all IT-enabled business invest-
ments. The ability to direct and control the company or organization’s use of infor-
mation technology resources in line with its strategic goals.

A common understanding is required for effective communication. A two-way com-
munication must be found between a business and IT for business performance and
continuity. Business views the IT as a valued business function for communication
among all stakeholders.

An effective communication can be established via the following workflow (figure 5)
and processes (figure 6 & figure 7)

definingand
prioritising key
stakeholders

setting up
communication
objectives

setting up key
messages

settings up additonal key
develop an effective messages which relevant
communcation tactics for each stakeholder
for each target audience group and their particular
issues/concerns

allocating budgets

and responsibilities

developing
quarterly
communications
calendar

assessingresults
and adaptingthe
plan

w

Figure 5: Effective communication workflow

internal
business

rules &
regulations

External

business ICT Governance

standards &
regulations

Business
processes
and
operations

Figure 6: Key elements and communication to established ICT Governance
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Internal business rules [The messages are to create rules and procedures to the oper-
and regulations ation aspects of the adoption of governance and control for
effective management, appropriate controls on systems and|
processes, staff right and permission with the code of conduct|
to the standard set out by an organization to meet business
performance criteria.

External business stand- [The describes the roles and standard direction of business
ards and regulations conduct to measures business requirement in the value of IT
governance and control delivered by the organization to meet
the external compliance, e.g. legal and regulatory require-
ments; gained trust from the suppliers; external audit require-

ments, etc.
Business processes and [To leverage on the governance and control for better commu-,
operations nication and commercial effectiveness with best practice ap-

proaches in practical, advice and standards for business im-
provement and continuity.

ICT Governance As per the diagram above, ICT Governance acts as the center|
pillar to standardizing business process and operations for|
performance and value and align IT with business strategy
for business performance and revolution.

* Manage performance and creating value.

« Specify right decisions and an accountability framework to encourage
ICT desirable behaviour in the use of IT.

Governance

« Define absolute effort in creating value within the organization, manage.
value for best interest of all stakeholders, promote ethical conduct, manage
regulations, rules and standard processes.

ICT « Monitorng and correction of employee conducts and operations.

0% e[ [e=8 « Maintain regulatory awareness, develop policy to support compliance.

- Assurance and awareness of both internal & external business standard.
« Maintain hierachical & confidential flow of information within the organization.

+ Timely reporting on risk assessment and mitigation measures, reporting
insitutional compliance with external business standards.

Figure 7: Key communication messages of ICT Governance, ICT Compliance and its
values

GSJ© 2020
www.globalscientificjournal.com

922



GSJ: Volume 8, Issue 9, September 2020

ISSN 2320-9186

19

5 Conclusion

There are growing threats to information security. Information sharing from public
institution with a higher ICT governance maturity is encouraged. An effective and ef-
ficient management and decision-making achievement of the institution’s objectives
and the management of IT related risk is essential.

As a conclusion, the IT governance mechanism ensures all ICT needs, and objectives
are meet. ICT governance also ensures a set of rules can be prioritized. As such, for
compliance to be monitored to ensure of alignment of ICT direction and objectives.
The process of ICT is evaluated, direct and monitor which the metric used to help the
management to evaluate and monitor of IT related goals by providing direction based
on the goals and evaluation metrics. Metrics gives enterprise a baseline that are useful
for compliance and process effectiveness and measuring success against established
positive ICT outcomes. The outcomes include the time taken, the people, resources and
skills as part of the monitoring mechanisms for enterprise goals and objectives. Enter-
prises can use generic metrics that are provided by global standards and frameworks to
define enterprise-specific metrics, which should be mapped to enterprise objectives and
goals (Sunil Bakshi, 2020).
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