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Abstract—Cybercriminals use Ransomware to encrypt your
data and demand payment to decrypt it. This is still a growing
threat for cybersecurity started with simple email attack. This
paper discusses different types of techniques and versions used
in ransomware attack and how you can save yourself and your
organization by following Incident handling Guide.
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I. INTRODUCTION

With the progress of technology, people are always
linked to the internet and may utilize it for a diversity of
functions, like education, work, recreation, and so on. The
online platform is full of numerous forms of threats, and one
of the most current is known as Ransomware [1], [2], in
which Cyber Criminals attack users with malware that
encrypts their data on their own computers or networks and
forces them to pay money in exchange for the decryption key

[4]

Billions of gadgets are at risk as a result of this major
attack. To make a successful ransom demand, criminals use a
variety of weaknesses and strategies. From £554,808 in 2020
to £1.34 million in 2021, the average cost of recovering a
ransomware attack has more than doubled [3]. Each
company in the United States lost an average of £1.70
million [4]. According to [4] survey, the primary industries
hit by the attacks were retail and education, which accounted
for almost 44% of the total. In 2020, 26% of victims will pay
money to have their data returned, up to 32% in 2021.

Cybersecurity faces a significant difficulty in this area.
The techniques, facts, and countermeasures for Ransomware
attacks will be investigated by the authors while maintaining
Confidentiality, Integrity and Availability [5]. Is ransomware
still a big threat to cybersecurity?

Il. RANSOMWARE THREATS AND TECHNIQUES TO ATTACK

A. History of Ransomware

The First ransomware attack happened in 1989 targeting
Healthcare Industry encrypting all files on the C drive known
as PC Cyborg virus. This was the birth of a new threat for
cybersecurity [6]. Ransomware attack went viral in 2017
with WannaCry and Petya attack affecting 200,000
computers in more than 150 countries [6], [7].

B. Techniques used by Ransomwares

Infected Email — The Attackers commonly attach a
malware with executable file pretending to be a credible
source [28]. When recipient opens the infected file, the
system will be infected by the malware, and the device will
be locked by ransomware [25].

Exploit Kits — When any person deliberately or
undeliberate click any advertisement, downloads a malicious
software containing exploit kits [25], [27].

Social Engineering — It’s easy to find information about
an organisation or employee using social media. By
compiling collected information into an email and pretending
to be credible source. When they open the link or file shared
in the email and eventually end up with the ransomware [26].
Finally, all of the companies connected device on that
network will going to be the victim of Social Engineering
attack [35].

By paying the Ransom demand — Unfortunately, most of
the time people pay for the ransom demand by cyber
criminals. Which only increase their moral to do it again to
same organization or individual [32]. Additionally, all the
payment are in crypto currency it’s difficult to track the who
is paying who and how much [31].

Not having any Cyber Incident Response team — By
considering cyber security of any organisation then Incident
Response Team is the basic requirement. Which, most of the
time neglected by them and Cyber Criminals take advantage
of this weakness of the company and get successful in the
attack as there is no team to counter that threat [33].

By neglecting the rules — When Organisations ignore
basic rules and regulatory bodies warnings to save some
money on the IT Security. Ransomware attacks take
advantage of this situation and exploit weaknesses and
vulnerabilities in the system to gain illegal access and
achieve them goals [34].

By using Basic Signature based Solution — Most of the
time organisations using signature-based antivirus detection-
based system. Which is not a good idea. Since, they are using
already detected threats and hence vulnerable to new type of
virus and malwares [29], [30].

C. Top Ransomware Families of 2021

Following are the infamous variants of Ransomware
observed in year 2020 and 2021 that took advantage of
COVID-19 [8].

Ryuk — Ryuk was originally discovered in August 2018
as part of a campaign that targeted a number of businesses.
Using a combination of AES-256 and RSA key encryption
to cipher user data by exploiting Remote Code Execution to
trick and gain access [16]. The file contents are encrypted
using the symmetric key, while the symmetric key is
encrypted with the asymmetric public key. The associated
asymmetric private key is released after the ransom is paid,
allowing the encrypted files to be decoded [9].
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Maze (ChaCha) — Maze is a ChaCha variant and actively
targeting victims since December 2019. Mostly infecting
Microsoft Office files and using Brute Force Attack and
exploit kit to gain access to a network and spared to all the
available devices [10], [17], [18].

Defray777 — Defray777 was first discovered in 2017 and
also known as RansomEXX and Target777. Windows
variant cipher all of the system files but Linux variant
encrypt only directories using command line argument [8]
The main target of Defray777 was Virtualized hosts running
ESXi servers [11]. Defray777 uses these vulnerabilities
CVE-2019-5544, CVE-2020-3992 to bypass Windows OS
security and encrypt Virtual Machine Disk directly on
hypervisor [19].

WastedLocker — Evil Corp is behind WastedLocker
Ransomware attack, this is the identical association
accountable for Dridex and BitPaymer attacks [12]. The
main target audience of WastedLocker are those with £7.4
million assets or more [8]. Each file encrypted using new
created AES key using a CBC mode. These are also
encrypted using public RSA key. The Final output is stored
as a base64 output in the ransom note [13]. WastedLocker
uses these vulnerabilities CVE-2019-0752, CVE-2018-8174
to run JavaScript code and then run wscript.exe in windows
to download and run real malware [20].

REvil — REvil ransomware also_known as Sodinokibi
targeted mainly professional and legal services related to
media and communication, retail, energy sector and
wholesale in US, Canada, Hong Kong and Australia. It also
uses RDP vulnerability and phishing to gain access and
initiate DNS request to multiple domains [8]. REvil uses
zero-day vulnerabilities such as CVE-2021-30116, CVE-
2018-8453 to deploy ransomware of clients using Kaseya
products that helps for monitoring and managing
infrastructure [21], [22].

NetWalker — NetWalker which is also referred as MailTo
use weak RDP credential, or exposed VPN to spared via
phishing email targeting government, healthcare,
transportation, manufacturing, and energy sectors in the US,
Saudi Arabia, Germany, New Zealand, Pakistan, India, UK,
Colombia and South Africa [8], [14]. NetWalker uses these
vulnerabilities CVE-2019-11510, CVE-2019-18935 to
commonly target RDP servers, web application and VPN
servers to gain unauthorized access of a network and attack
them with ransom [23].

DoppelPaymer — DoppelPaymer first discovered in April
2019 using AES-256-CBC encryption. This group was able
to compromise 60 organizations using CVE-2019-19781
vulnerability affecting Citrix ADC [15]. DoppelPaymer uses
this vulnerability CVE-2019-19781 to drop payload to extort
ransom. Usually, servers were unpatched against this type of
vulnerability [24].
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I1l. SOLUTION TECHNIQUES

Incident Handling Guide — Following is the process of
incident handling guide as outlined by National Institute of
Standards and Technology (NIST) [36], [37].

Developing and rehearsing an incident handling guide —
Mainly, an incident handling guide is built to put an
organization to act quickly and effectively in time of stress
and threat of digital assets and integrity of data. This
Guideline is also designed in compliance with NIST Incident
Response Process consisting of following major stages such
as Preparation, Detection and Analysis, Containment,
Recovery, Paying a ransom and Post-Incident Activity [38].

A. Incident Handling: Detection

It really depends on the situation that how an enterprise
detects an attack. Most of the time, it’s employee of the
organization that detects a ransomware in the first place.

First step would be to identify all of the infected systems and
isolate them with the unaffected systems to help reduce more
damage to the business.

Authors have discovered some of the following situations to
help business deal with ransomware attacks.

Situation one — A user try to open a file on a shared network
and found out it is encrypted. In this case, when a user
accesses a file on a shared device noticed the file is
encrypted. At this point, it is important to find the access of
the user account as it can still encrypting other files on the
network. So, identify the permission of the user account on
the network and try to revoke the permission and isolating
the system which is spreading the ransomware. Because, the
ransom notice is not displayed yet as the attack is still in
progress.

Situation two — A user accessed a file stored in a local
storage and it is encrypted by the ransomware. But it does
not mean that all of the files on the local computer are
encrypted. To counter this type of situation. Do not reboot or
restart your device. Just shut down your system immediately
or disconnect it from network. Additionally, hibernate the
system as occasionally ransomware saves encrypted keys in
the memory. So, IT experts can use it to save your encrypted
data.

Situation three — When suddenly user received a ransom
message on their device, providing the contact and payment
details. This is an illustration of successfully ransomware
attack.

Situation four — Enormous misuse of data (file sharing
traffic) alert. In this case, if organization enabled file
manipulation alert in the rules, then they can receive the
notification about abnormal usage across the network or
device comparing with normal daily usage.

B. Incident Handling: Analysis

First Step — Identifying specific family of the ransomware.
This is very important to counter any ransomware attack.
Finding the variant of the malware used is important as our
lateral movements may be helping attackers depending on
the code of the ransomware. Normally, contact IT support or
experts to guide you in this step.

Second Step — Using Root Cause Analysis (RCA). If you
skip a basic RCA to the network or device and recovered the
system from ransomware attack then the attack can repeat
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itself. When, you missed the root cause of the incident
which can be a host in you network still affected which
initiated the attack in the first place. For instant, the most
common access points for the ransomware attack are
browser exploitation, email or other vulnerabilities [39],
[40].

Email access point — A deep search should be conducted in
the mailboxes of the employees to search for any unopened
mails containing the malware and should be purged from the
mailboxes to prevent future attack.

C. Incident Handling: Containment

This stage of the incident handling is very critical. Authors
identify that after finding system affected by ransomware
attack, it should be isolated from the rest of the network
including WIFI connection as well. Failure to do so can
increase potential risk of future encryption of the devices
connected to the same network. If not properly planned it
can cost organization two to three times longer to disinfect
and recover from the incident.

By running endpoint detection and response (EDR) — With
the use of Endpoint detection and response (EDR) solution
attacks can be detected two or three days earlier than normal
basic antivirus solution [41].

By terminating access — If determination of the source of the
attack is taking more time than as a last option the access to
the shared network should be terminated. Try not to change
permissions of the files as it can be time consuming process.
Meanwhile, ransomware can keep doing its work.

D. Incident Handling: Eradication

This stage involves removing ransomware from the infected
devices by using trusted settings stored in a secure location.
It can be a lengthy process depending on the scope of the
attack and affected devices. Moreover, infected devices or
first infected device can be detected by using root cause
analysis to stop future attacks.

E. Incident Handling: Recovery

Recovery stage should begin after the completion of
containment and identification stage. There are several
considerations that an organization should consider while
doing recovery of a network or a device.

By patching wvulnerabilities — If the attack used a
vulnerability, then it needs to be patched. So, it cannot be
exploited again. If patching is not possible then ensure
security controls are made to minimize the risk.

By restoring data from backups — Backups should be used to
recover from the attack. Nonetheless, the most important
part is to check and verify that a secure backup is being used
to restore. In a silent attack the malware can remain
undetected for weeks and can be backed up as a part of
backup process and it can again affect the systems.
Additionally, hard disk, optical disks and cloud solutions
can be used to backup data in multiple places.

By breaking the encryption — Sometimes week encryption
can be reversed by the expert. Which can save organization
money to pay the ransom. While some variant cannot be
reversed. Thus, an expert should be consulted to check the
version and variant of ransom to check if the decryption key
can be found [42].
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F. Incident Handling: Paying a ransom

Finally, some organizations can decide to pay the ransom
demand to get the data that is not possible to recovery by
other means. Some of the things should be considered
before paying any ransomware. For instant, business
continuity goals, costs, legal implications and not receiving
any decryption key even after paying the ransom demand.
Supporting criminal’s business model — if the ransom
demand is fulfilled it can increase the motivation of any
cybercriminal or even increase the price for the next attack
[43].

Paying criminals does not mean recovery — paying a ransom
does not mean they will be providing you the relevant
information for recovery as they can vanish after receiving
the payment.

FBI recommendation for paying ransom — FBI does not
support paying any ransom demand after ransomware
attack. As, paying the ransom does not guarantee that they
will going to provide a decryption key to recover data [44].

G. Incident Handling: Post-Incident Activity

Post-incident activity is the last stage in the incident
handling guideline. Organizations should hold a meet or get
to gather to discuss kind of “lessons learned” from the
analysis that help the organization improve safety and
minimize potential impact.

Furthermore, if any new technology or technique can be
used in future to improve security and analyses the situation
in the future. This is a general guideline for most of the
organizations. Please contact your incident response team or
service provide if you need further assistant to prevent
ransomware attack.

IV. CONCLUSION

As authors discussed the ransomware attack is kind of a
challenge to the cyber-security. Since, organizations losing
millions of pounds per attack. Ransomware attacks can be
minimized or stopped by following Incident Handling Guide
provided in this research paper to secure your organization.
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