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Abstract:

The Payment Services Directive 2 (PSD2) has profoundly impacted the UK's financial
landscape, fostering competition, driving innovation, and prioritizing consumer protection.
However, its long-term application post-Brexit remains under discussion. This Article delves
into PSD2's intricate details, dissects its impact on stakeholders, and critically evaluates its
effectiveness through data-driven analyses, exploring the challenges and opportunities
presented by PSD2, paving the way for a more secure, open, and competitive payment
landscape in the UK, even as the regulatory environment evolves post-Brexit.

Introduction:

PSD2, enshrined in Directive 2015/2366/EU, swept across the European Union, leaving an
undeniable mark on the UK's payments landscape. While Brexit complicates its future, there's
no denying its significant impact. This Article acknowledges its achievements while
recognizing diverse perspectives on its ongoing challenges. it analyzes the Brexit impact on
key stakeholders, dissects the national implementation discord, and delves into the heated
debate surrounding TPP hurdles and data privacy concerns. Ultimately, this Article seeks to
answer: can the UK harness the full potential of PSD2 while navigating the challenges of a
post-Brexit regulatory landscape?

Key Pillars and Objectives:

e Strong Customer Authentication (SCA):
Mandatory two-factor authentication (2FA) for online transactions enhances security,
aligning with the European Commission's vision. However, the debate on its effectiveness
versus user experience continues (Article 5(4)). A study by The Payments Association
found that 86% of merchants reported an increase in abandoned carts due to SCA in 2022.
Ongoing discussions explore exemptions for low-risk transactions (Berry, 2023).

e Open Banking:
Third-party providers (TPPs) gain regulated access to customer account information with
consent, fostering competition and innovation. While concerns exist about data security
and misuse, the Open Banking Implementation Entity (OBIE) plays a crucial role in
oversight (Article 3(5)). Open Banking has led to a 280% increase in the number of TPPs
in the UK since 2018 (OBIE, 2023).

e Harmonized Regulations:
Streamlined EU-wide rules aim to level the playing field, but true harmonization across
member states remains challenging due to varying interpretations and implementations
(Article 26). Germany's focus on data security (BaFin guidance) highlights relevant best
practices, while the Netherlands' emphasis on open APIs (Open Banking API Standard)
offers different insights for the UK context (EY, 2018).

Impact on Stakeholders:

« Payments Industry:
Significant investments in technology and cybersecurity management are required,
potentially costing the industry £1.2 billion in 2018 alone (EY, 2018). However, open
banking presents opportunities for new markets and customer segments. Collaborations
like NatWest and Bud's successful partnership showcase this potential (FC, 2019).

e Banks:
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Adapting to SCA and open banking demands investments and potential revenue erosion,
but also presents opportunities for new services and partnerships with TPPs, as encouraged
by the FCA's guidance on Open Banking (PS19/25).

o

o

@)

Challenges:

- Investments: Adapting to SCA and open banking requires investments in
technology, infrastructure, and processes. This can be a significant cost for banks,
especially smaller ones.

- Potential revenue erosion: Open banking opens up customer data to third-party
providers (TPPs), which could lead to banks losing some fee-generating activities
like payment processing.

Opportunities:

- New services: Banks can leverage open banking to develop new and innovative
services that integrate with TPP offerings, creating a more comprehensive financial
ecosystem for customers.

- Partnerships with TPPs: Collaboration with TPPs can help banks reach new
customer segments, tap into specialized expertise, and improve efficiency.

- Regulatory compliance: PSD2 compliance is mandatory, so early adopters can gain
a competitive edge by establishing themselves as leaders in open banking.

Quantifying revenue erosion:

Measuring the actual revenue erosion due to PSD2 is complex and depends on various

factors like:

- The bank's existing business model and fee structure.

- The types of TPPs entering the market and their offerings.

- Customer adoption of open banking services.

While quantifying the exact impact is challenging, studies have shown that the overall

benefits of open banking for the financial industry outweigh the costs. For example, a

McKinsey report estimates that open banking could generate up to €4.2 trillion in

additional revenue for the European financial sector by 2030 (McKinsey & Company,

2020).

UK Customers:

A wider range of payment options, potentially lower prices, and exposure to innovative
products and services are benefits. Initial inconvenience with SCA and data sharing
necessitates user education and awareness, as emphasized by industry reports (Article
10(2)). A YouGov survey found that only 34% of UK adults are aware of open banking
(YouGov, 2023). Quantifying the potential cost reductions for consumers and providing
examples of innovative products or services introduced would be beneficial.

o

o

Benefits:

- A wider range of payment options: Open banking facilitates faster and more
efficient bank transfers through services like Faster Payments and Open Banking
Payments (OBP), potentially including features like account aggregation for easier
money management (Open Banking Implementation Entity (OBIE), 2023).

- Potentially lower prices: Increased competition between traditional banks and new
FinTech players driven by open banking could lead to more competitive pricing
on loans, mortgages, and other financial products (McKinsey & Company, 2022).

- Exposure to innovative products and services: Open banking APIs allow
developers to create new financial tools and services tailored to specific needs, like
personalized budgeting apps, automated savings solutions, or Al-powered
investment advice (EY, 2023).

Challenges:
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- Initial inconvenience with SCA and data sharing: SCA regulations implemented
for open banking security can add friction to the user experience, requiring
additional steps for data sharing. Educating users about the benefits and security
measures in place is crucial for wider adoption (FCA, 2023).

- Low awareness: As stated above, only 34% of UK adults are aware of open
banking, according to the YouGov survey. Raising awareness through targeted
campaigns and financial literacy initiatives can help address this gap (OBIE, 2023).

Additional points:

- Quantifying cost reductions can be challenging due to the various factors
involved, but some studies suggest potential savings on loans, money
transfers, and other services. For example, the Open Banking Implementation
Entity (OBIE) estimates that open banking could save UK businesses £7.4 billion
per year (OBIE, 2023).

- Examples of innovative products and services enabled by open banking include:
V' Automated savings apps: Round-up apps that automatically transfer spare

change from purchases to savings accounts (e.g. Plum, Chip).

V' Personalized budgeting tools: Apps that connect to your bank accounts to
categorize transactions, track spending habits, and suggest personalized
budgeting strategies (e.g., Yolt, Emma).

V' Credit comparison services: Services that leverage open banking data to
provide users with personalized credit score assessments and recommendations
for the best loan deals (e.g., ClearScore, MoneySuperMarket).

Overall, open banking holds significant potential to improve the financial lives of UK
customers, but addressing the challenges of awareness and user experience is crucial for
wider adoption and maximizing its benefits. Continued education, innovation, and
collaboration between stakeholders are key to unlocking the full potential of open banking
in the UK.

Comparative and Case Studies:

Implementation Comparison:

The UK's approach to PSD2 implementation has its own unique characteristics compared
to other European nations. Here is a comparative analysis highlighting best practices and
challenges relevant to the UK context:

o

Germany: Germany took a cautious approach, prioritizing data security through
stringent licensing requirements and a focus on strong authentication methods. This
fostered a high level of security but may have stifled some TPP innovation. The UK
could learn from Germany's robust data security measures while ensuring a balance
with fostering innovation (European Banking Authority, 2020), (Altindz & Ozer,
2022), (Financial Conduct Authority, 2023).

Netherlands: The Netherlands prioritized open APIs, leading to rapid development and
adoption of TPP services. However, concerns regarding data governance and potential
misuse emerged. The UK could leverage the Netherlands' open API approach while
addressing data privacy concerns through clear regulations and consumer education
(Beecroft & Bezemer, 2021), (De Wispelaere et al., 2022), (Open Banking
Implementation Review, 2023).

TPP Success Stories:
The success of various TPPs showcases the positive impact of PSD2 on competition and
consumer choice. Here are some examples:
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Klarna: This Sweden-based buy-now-pay-later provider (Klarna, 2023) saw a 35%
increase in UK market share in 2022 (Statista, 2023), offering consumers flexible
payment options and challenging traditional card schemes.

Starling Bank: The first fully licensed digital bank in the UK, Starling boasts a
valuation of £5 billion (Starling Bank, 2023), demonstrating the viability of innovative
banking models enabled by PSD2.

Monzo: Another successful UK challenger bank, Monzo has attracted over 6 million
customers with its user-friendly mobile app and focus on financial transparency
(Monzo, 2023).

These examples, alongside success stories of other UK-based TPPs like Yolt and
Revolut, demonstrate the potential for PSD2 to drive a more diverse and competitive
payments landscape.

Precedents and Laws:

Legal Framework:

With Brexit, the continued applicability of EU regulations like PSD2 in the UK has indeed
a point of debate, with potential implications for the wider payments landscape. The
Payment Systems Regulator (PSR) has implemented most PSD2 requirements through UK
regulations, ensuring continuity. Here is an analysis of the potential effects of two
alternative regulatory pathways (The Payment Systems Regulator (PSR)), (Brexit and the
Financial Conduct Authority (FCA), EU Directive 2015/2366 (Payment Services
Directive 2, PSD2), (UK Payment Systems Regulations 2017):

Divergence:
- Pros:

\ Greater regulatory flexibility: The UK could tailor regulations to specific
domestic needs and foster innovation in areas not prioritized by the EU (House
of Commons Library, 2022) (Brexit and the Future of Financial Regulation in
the UK) (“The Impact of Brexit on the UK Payments Landscape"), ("The
Potential Costs and Benefits of Regulatory Divergence after Brexit").

\ Faster response to industry developments: The UK could adapt regulations
quicker to keep pace with technological advancements (House of Commons
Library, 2022) (Brexit and the Future of Financial Regulation in the UK) (“The
Impact of Brexit on the UK Payments Landscape™), ("The Potential Costs and
Benefits of Regulatory Divergence after Brexit").

\ Potential competitive advantage: Lower regulatory burdens could attract
certain businesses to the UK (House of Commons Library, 2022) (Brexit and
the Future of Financial Regulation in the UK) (“The Impact of Brexit on the
UK Payments Landscape™), ("The Potential Costs and Benefits of Regulatory
Divergence after Brexit").

- Cons:

V' Fragmentation of the European payments market: Increased complexity and
costs for cross-border payments for both businesses and consumers (House of
Commons Library, 2022) (Brexit and the Future of Financial Regulation in the
UK) (“The Impact of Brexit on the UK Payments Landscape"), ("The Potential
Costs and Benefits of Regulatory Divergence after Brexit").

V' Reduced consumer protection: Lower standards compared to the EU could
expose UK consumers to greater risks (House of Commons Library, 2022)
(Brexit and the Future of Financial Regulation in the UK) (“The Impact of
Brexit on the UK Payments Landscape™), ("The Potential Costs and Benefits
of Regulatory Divergence after Brexit").
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Reduced access to EU markets: UK payment service providers (PSPs) might
face difficulties operating in the EU without equivalence (House of Commons
Library, 2022) (Brexit and the Future of Financial Regulation in the UK) (“The
Impact of Brexit on the UK Payments Landscape™), ("The Potential Costs and
Benefits of Regulatory Divergence after Brexit").

o Equivalence:
Pros:

\/

\/
\/

Regulatory alignment: Maintains continuity with the European payments
market, minimizing disruption for businesses and consumers (House of
Commons Treasury Committee, 2023).

Easier access to EU markets: UK PSPs would continue to operate freely within
the EU (Financial Conduct Authority, 2023).

Continued consumer protection: Equivalence would likely require maintaining
similar standards to the EU (European Commission, 2022).

Cons:

\/
\/

\/

Limited regulatory autonomy: The UK would have less control over shaping
its own payment regulations (Bank of England, 2023).

Dependence on EU decisions: The UK would need to adapt its regulations to
future EU changes, even if not directly relevant to domestic needs (UK finance,
2022).

Potential competitiveness concerns: Maintaining alignment with the EU could
limit the UK's ability to introduce innovative regulations (HM Treasury, 2023).

Additional considerations:

\/

Political factors: The UK government's stance on regulatory alignment with
the EU will significantly influence the chosen pathway (Institute for
Government, 2023).

Industry preferences: Different stakeholders within the UK payments industry
might have varied preferences for divergence or equivalence (Payment
Systems Regulator, 2023).

Impact on other sectors: The chosen pathway could have knock-on effects on
other sectors relying on financial services (Financial Services & Markets
Authority, 2023).

There is no easy answer to the question of which regulatory pathway is best for the UK.
Both divergence and equivalence offer potential benefits and drawbacks, and the optimal
choice depends on a variety of factors. Ultimately, the decision will require careful
consideration of the potential implications for all stakeholders involved, balancing the
need for flexibility and innovation with the desire for market stability and consumer

protection.

Data Privacy Concerns:

The Information Commissioner's Office (ICO) plays a crucial role in enforcing the
General Data Protection Regulation (GDPR) within the context of the Payment Services
Directive 2 (PSD2) in the UK. This ensures compliance with regulations protecting
consumer data privacy. (Information Commissioner's Office, 2023).

Ongoing Debates and Potential Regulatory Changes:
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o

Expanding the scope of PSD2: Extending regulations to cover novel data uses like
creditworthiness assessments based on alternative data sources raises concerns about
data creep, the unauthorized collection and use of personal data beyond its intended
purpose, and algorithmic bias, where algorithms perpetuate discriminatory practices.
(European Banking Authority, 2023).

Balancing innovation and privacy: Striking a balance between fostering financial
innovation and safeguarding consumer privacy remains a challenge. Debates continue
regarding appropriate data minimization practices, limiting data collection to what is
strictly necessary, and granular user consent mechanisms ensuring informed and
specific consent for data sharing. (Financial Conduct Authority, 2023).

Role of Supervisory Authorities: The role and powers of Supervisory Authorities
(SAs) in overseeing Open Banking practices are under review, with potential
adjustments to enforcement mechanisms and data breach reporting requirements. This
aims to strengthen regulatory oversight and data protection. (European Commission,
2023).

o Technical Solutions and Best Practices:

o

Tokenization: Replacing sensitive data with unique tokens reduces the risk of exposure
in case of breaches. (Kuo et al., 2021).

Anonymization: Techniques like k-anonymity can conceal individual identities while
preserving data utility for specific purposes. (Fung et al., 2005).

Strong Encryption Protocols: Implementing robust encryption methods like AES-256
ensures data confidentiality in transit and at rest. (National Institute of Standards and
Technology, 2023).

Secure APIs: Utilizing standardized secure APIs with access controls and robust
authentication protocols minimizes unauthorized access. (Financial Data Exchange,
2023).

e Promoting Consumer Trust:

o

Transparency and Control: Clear and accessible data-sharing agreements should detail
what data is shared, with whom, and for what purposes. Consumers need easily
understandable mechanisms to control and revoke data access. (Open Banking
Implementation Entity, 2023).

Data Portability: Enabling consumers to easily transfer their financial data between
providers empowers them to choose services that best suit their needs and privacy
preferences. (European Banking Authority, 2022).

Consumer Education: Educational campaigns are crucial raising awareness about open
banking, data privacy rights, and best practices for managing financial data securely.
(Financial Conduct Authority, 2023).

e Collaborative Approach:

o

Industry-wide Standards (Open Banking Implementation Review: Final Report
(2021)): Collaboration between regulators, industry players, and consumer groups can
lead to the development and implementation of harmonized data security standards
across the Open Banking ecosystem.

Data Governance Frameworks (Open Banking Working Group: Data Governance
Framework (2019)): Establishing clear data governance frameworks can ensure
responsible data handling practices and accountability throughout the data value chain.
Continuous Dialogue (Financial Conduct Authority: Open Banking Roadmap (2020)):
Ongoing dialogue between stakeholders is essential to address emerging challenges
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and adapt regulations, and best practices in response to technological advancements
and evolving consumer needs.

By adopting these technical solutions, best practices, and promoting a collaborative
approach, Open Banking can achieve its full potential while ensuring consumers' data
privacy and trust are safeguarded.

Challenges and the Road Ahead:
« National Implementation Discord (European Banking Authority: PSD2 Regulatory
Technical Standards (RTS) on Strong Customer Authentication (SCA) (2018))

o

o

Problem: Inconsistent interpretation and implementation of PSD2 across EU member
states creates a fragmented market, hindering TPP access and innovation. For example,
differing SCA exemption interpretations can hamper UK-based TPPs operating in
other markets.

Solutions:

- EBA's Role: Enhanced harmonization efforts by the European Banking Authority
(EBA) through guidelines, technical standards, and dispute resolution
mechanisms.

- Future EU Legislation: Consider targeted amendments to PSD2 to address specific
inconsistencies that hinder cross-border operations.

e TPP Hurdles (Open Banking Limited: The State of Open Banking 2022)

@)

o

Problem: TPPs face challenges in obtaining licenses, accessing data, and competing
with established players. Examples include complex UK licensing procedures or lack
of standardized data formats.

Solutions:

Regulatory Initiatives: Regulatory sandboxes, streamlined licensing processes, and
Open Banking Readiness initiatives like those implemented by the UK's FCA can foster
TPP development.

Level Playing Field: Regulatory proportionality ensuring a fair competitive landscape
for TPPs compared to established players is crucial.

o Data Privacy Concerns (General Data Protection Regulation (GDPR) (2016))

@)

Problem: Balancing innovation with data protection requires careful navigation. While

robust regulations are essential, excessive restrictions can stifle progress.

Solutions:

- Data Security Best Practices: Implementing industry-wide standards for data
security, like tokenization, anonymization, and encryption protocols, is crucial.

- Consumer Trust: Transparency and control over data sharing are key. This includes
clear, accessible data-sharing agreements and the right to data portability.

- Collaboration: Ongoing collaboration between regulators, industry players, and
consumer groups is vital to develop and implement effective solutions, such as
consumer education campaigns and industry-wide data security standards.

Conclusion:

PSD2 has undoubtedly reshaped the UK's payments landscape, fostering a more secure, open,
and potentially more competitive ecosystem. However, challenges persist in implementation,
data privacy, and fostering a level playing field. The long-term success of PSD2 hinges on
continued monitoring, evaluation, and potential adjustments to its implementation, considering
the UK's evolving regulatory landscape post-Brexit. Collaboration between regulators, industry
players (banks, TPPs), and consumers remains crucial to address these challenges, unlock the
full potential of PSD2, and ensure a future where secure, innovative, and accessible payments
benefit all stakeholders.
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Forward-Looking Perspective:

The UK payments landscape continues to evolve under the influence of PSD2 and beyond.
Emerging technologies like instant payments and blockchain hold immense potential to further
disrupt the industry. Instant payments, already seeing rapid adoption, promise faster and more
efficient transactions, while blockchain offers opportunities for secure and transparent cross-
border payments. These technologies will likely present new regulatory challenges and
opportunities, requiring ongoing collaboration and adaptation from stakeholders. By
embracing innovation while addressing potential risks, the UK can ensure a thriving payments
landscape that benefits all participants in the years to come.
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