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ABSTRACT

Attacks on the web-based systems have been increased significantly over the last decade. Organizations needs to protect their systems from
such attacks. However, for large organizations, it becomes challenging to decide which systems needs how much protection. In this paper,
we aim to develop a technique that can classify web-based assets for security. This technique is called asset classification. For asset classifi-
cation we designed a questionnaire that covers several areas related to security, e.g., user access etc. We evaluated our technique on sever-
al websites and found it very efficient in classifying assets.

INTRODUCTION

Attacks on web-based systems have increased significantly over the last few years. A total of 32% increase have been observed in the
number of hacked websites in 2016 compared to 2015. In March 2016, Google announced that more than 50 million web-
sites worldwide was infected or malicious while this number was 17 million in March 2015 [1]. Similarly, the number of new Web
application vulnerabilities published in 2017 was 212% greater than the number disclosed in 2016 [1]. In 2018, Google has sent
over 45 million notifications to registered website owners through Search Console, alerting them about possible problems with their
websites that could affect their appearance in a search. Therefore, there is a dire need to take appropriate security measures to

counter such attacks.

In today’s world of cyber war, there is high risks to web based systems. In Pakistan, our enemies are always looking for damaging our
online assets. Days after the terror attack in Pulwama, several Pakistani websites were reportedly hacked by "Team | Crew", which

claimed to be an Indian hacker group [2].

Security testing is one of important part of any software development. To assess the security of any web-based system, assets should
be classified on the basis of CIA (Confidentiality, Integrity, Availability). When data is Confidential, it should be protected from disclo-
sure to unauthorized people. Integrity refers to the protection against unauthorized modification while availability ensures uninter-

rupted communication between clients (users) and web servers[3].
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LITERATURE REVIEW

Due to increase in website application security issues, security testing is becoming important and critical activity of web applica-
tion development. Purpose of security testing is to provide the confidentiality of the data, to check about the data leakage and
maintain the functionality as intended [4]. It checks whether the security requirements are fulfilled by the web applications
when they are subject to malicious input data [5]. Due to the rising explosion in the security vulnerabilities, there occurs a
need to understand its unique challenges and issues which will eventually serve as a useful input for the security testing
tool developers and test managers for their relative projects [6].

The existing approaches for mitigating threats to Web applications can be divided into client-side and server-side solutions. An
application-level firewall offering protection in case of suspected cross-site scripting (XSS) attacks that attempt to steal a user’s
credentials [7]. Server-side solutions have the advantage of being able to discover a larger range of vulnerabilities, and the bene-
fit of a security flaw fixed by the service provider is instantly propagated to all its clients. These server-side techniques can be
further classified into dynamic and static approaches [8]. Dynamic tools and Perl’s taint mode try to detect attacks while execut-
ing the audited program, whereas static analyzers scan the Web application’s source code for vulnerabilities [9].

The Web platform is a complex ecosystem composed of a large number of components and technologies, including HTTP proto-
col, web server and server-side application development technologies (e.g., PHP, ASP), web browser and client-side technolo-
gies (e.g., JavaScript, Flash). Also, hackers in recent years are increasingly targeting web applications, since most networks are
closely monitored through Intrusion Detection Systems (IDS) and firewalls [10].

Therefore, the web application layer needs to be secured from unauthorized users by building across the software development
lifecycle security mechanism [6]. The effectiveness of the testing process may significantly depend on the tools use to support
the process. Testing tools usually automate some of the tasks required by the process, such as test case generation, test case ex-
ecution and evaluation of the test case result. Several testing tools support the production of useful testing documentation and
provide a configuration and management of it [10].

Libya government websites are also susceptible to cyber-attacks. Currently no effort to assess the security level of the websites.
This is probably due to lack of security experts in Libya, or lack of security awareness among the government agencies. This
situation is not good for Internet security. Due to a lack of security assessment toward Libya government agencies in current
literature [11].

Research the performance testing and performance improvement strategy in web application, a test generator can typically si-
mulate user's behavior running tens to hundreds of Web client software[12]. Virtual users and Web servers communicate direct-
ly without having to use the Web-browser (such as IE or Firefox). In the performance tests, the running and testing number of
the virtual users can be set in the generator. If more virtual users need to be simulated, it can be connected with multiple load
generator, and centralized control, thereby generating a flow close to the limit. In addition, delay time can also be set between
the acts of two tests.

One of the antecedents of person-organization identification is attractiveness, or the “favorableness of feeling” of the organiza-
tion [13]. Retailers that are able to provide consumers with a positive, exciting, and memorable experience while they are shop-
ping tend to be more successful than retailers that do not focus on providing such experiences.

The state of Saxony is providing a portal for all citizens to be informed on what aide they can receive from the state. The users
need only to identify their life situation, then the system will inform them of what benefits they are entitled to, what offices are
responsible, how to get there and what forms they have to fill out. Server also provides the forms for them to download and
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submit [14-18]. This is a very important service in a region where 22% of the work force is unemployed and 17% of the people
are receiving some kind of welfare.
Web services are widely used nowadays. Users can construct application system at a high speed to implement their functions by

integrating the existing services [19] [20] [21].

METHODOLOGY

We have worked on a data set of more than 100 websites which are classified in multiple departments e.g., Finance. We have
two method for classification of website’s asset which are:

1. Manual Method

2. Automatic Method

APPROACH

In Automatic Method we design an automatic tool which can do all process of our manual work. First of all, we select keywords
for all related questions which users can face. For each question there are several keywords.

ARCHITECTURE OF THE TOOL

The purpose of designing tool is to work it automatically just insert URL of website it give the output instantly. It is time saving
and any un-professional user can use it easily. It is designed with the help of Java, first we write code which has access websites
and then write another code which pick the keywords from source code then match with the existing keywords of database. If

keywords are matched then its follow our question TURE otherwise FALSE.

5.3 COMPONENTS OF TOOL

Components of tool are consist of:

a) Questionnaire

b) Keywords

C) Websites/Source code
Conclusion

In this paper, we have designed a technique for asset classification of web sites for security requiremnts. The
technique takes into account several types of information, e.g., user information, access rights. We evaluated our
proposed technique on a huge dataset consisting of more than 100 websites. We have also developed an auto-
mated system for this process of asset classification.

In future work, the framework can be enhanced with the help of Natural Language Processing and Machine
Learning technique to achieve full automation of classifying web based systems based on our proposed tech-

nique.
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