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ABSTRACT 

Software systems have become the necessity of most of the organizations and testing their security and integrity has become 
crucial. However, attacks on the online systems have been increased over the last decades. This research caters to these aspects with the 
objectives to determine and evaluate the security testing techniques for different test cases and test strategies in testing security of 
software systems and the security vulnerabilities which exist in those systems. 
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INTRODUCTION 

Attacks on online systems have increased significantly over the last few years. This is evident from the list of most successful compa-

nies in the world i.e. most of them are related to ‘IT’ and ‘IS’ [1]. With the digital transformation of businesses, there comes a need 

for the integrated securities of the business because the businesses related to IT and IS are vulnerable to security threats. The 

companies have to devise and implement security systems for their ‘IT’ and ‘IS’ infrastructure [2]. These infrastructures consist of 

various hardware systems and software systems. While developing software to run the hardware or manage any other business 

activity, the developers in this technological era have to cater to the security requirements of the software systems to avoid vul-

nerabilities and threats [3]. The problem regarding the software security testing is the selection, design and implementation of the 

testing technique that is most suitable and cost effective. 

 

LITERATURE REVIEW 

 

Due to increase in website application security issues, security testing is becoming important and critical activity of web applica-

tion development. Purpose of security testing is to provide the confidentiality of the data, to check about the data leakage and 

maintain the functionality as intended [4]. It checks whether the security requirements are fulfilled by the 

web applications when they are subject to malicious input data [5]. Due to the rising explosion in the 

security vulnerabilities, there occurs a need to understand its unique challenges and issues which 

will eventually serve as a useful input for the security testing tool developers and test managers 

for their relative projects [6]. 

 

 

Software Security Testing 

Software security testing is a process of determining on regular basis the potential of installed programs to safeguard data and 

maintain the functionality of business information systems by averting the vulnerabilities and threats [7]. 

The services under software security testing help in several ways: 
 Identification of errors, threats and vulnerabilities that are not otherwise visible during code reviews 

 Discover security issues that exist out of boundary or results from incorrect development of products 

 Constant risk analysis at all levels of software from design level to the implementation and operation phase 

 Proactive approach of designing by simulating different types of intruder and understanding the attackers’ approaches 

 

As shown in Figure 1, following are the types of software security testing.  

 

1. Formal Security Testing 

2. Model based Security Testing 

3. Fault Injection based Security Testing 
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4. Fuzzy Testing 

5. Vulnerability Scanning Testing 

6. Property based Testing 

7. White Box based Security Testing 

8. Risk based Security Testing 

 

 

 

 

Figure 1: Software Security Testing Types 
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The details of each type of security testing is as follows:  

 

1. Formal Security Testing 

The method completely opens up a software program first, analyzes all its equations and then sets its own mathematical model 

and formal specifications with own in-coded language [8]. 

 

1. Model based Security Testing 

On the positive side, model based security testing constructs a security plan depending on the structure and behavior of the 

software. 

 

1. Fault Injection based Security Testing 

This testing method according to the research of focuses on identifying the interaction points of systems and applications such as 

network interface, file systems, user inputs and other environmental variables. 

 

1. Fuzzy Testing 

In order to discover security vulnerabilities in systems, fuzzy testing comes as an effective strategy. In this method, random data 

is injected into the program to test whether the program can run under clustered environment [9]. 

 

1. Vulnerability Scanning Testing 

It is one of the important methods to identify the potential security risks reflect from the software. The method involves two 

schemes; first testing space scanning that deals with procedure data, network data, and string and network port. 

 

1. Property based Testing 

Property based testing is a unique security software as it is capable of transforming the security properties of software’s into its 

own specified systems with predefined language such as TASPEC [10]. It instantly discovers the violation that is done by intruders 

against the code set by this system against its security properties so can successful deals with large inputs of data. 

 

1. White Box based Security Testing 

It is static analysis based method and is most widely used in testing the security of the software’s and systems. White box based 

security technique is capable to find security bugs especially buffer overflows which can easily harm the systems [11]. 

 

1. Risk based Security Testing 

As the name represents, risk based testing is associated with risk analysis for analyzing security concerns that may occur at any 

part of the software development cycle [27]. 
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Conclusion 

In this paper, we have explained various types of testing techniaus that can be used for testing the security of a software system. 

The need for each type of testing is described. In addition, the advantages and disadvantages of each type of testing is also given. 

In future, a detailed analysis of each technique on various case studies can be applied.   
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