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By comparing the results of SVM to those of
Silhouette Plot, System Evolution and SILENCE
methods, here observation is that there is a
significant increase of Hit Rate, Precision and F
measure for all the cases of the number of attackers
under study. These results demonstrate that
SVM-based mechanism, a classification approach that
combines training data and different statistic features
is more effective in performing multiclass attacker
detection when multiple attackers are present in the
system.

4.3 Idol: Integrated Detection And localization
Framework

IDOL: an Integrate DetectiOn and Localization system
that can both detect attacks as well as find the
positions of multiple adversaries even when the
adversaries vary their transmission power levels.

CONCLUSION

This project proposed to use received signal strength
mechanism and implement the clustering, SVM to
identify the attack, a physical property associated
with each wireless device that is hard to falsify and
not reliant on cryptography as the basis for detecting
spoofing attacks in wireless networks. It provided
theoretical analysis of using the spatial correlation of
RSS inherited from wireless nodes for attack
detection. It derived the test statistic based on the
cluster analysis of RSS readings. The approach can
both detects the presence of attacks as well as
determine the number of adversaries, spoofing the
same node identity, also that can localize any number
of attackers and eliminate them.
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