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Abstract

Many rapid transformations are seen in the field of financial crime compliance due to growing
stringent regulations across the globe, implementation of new technology, and the growing
intricacy of criminal workflows. FCC’s traditional methodologies relied on reflecting evasive
measures such as suspicious activity reporting and monotonous examinations. However, financial
institutions are shifting towards the implementation of more sleuthing, instant risk mitigation
methodologies, and the strategic incorporation of advanced technology, especially Artificial
Intelligence. Based on the global shift towards more proactive measures in FCC, the case study
employs a mixed-methods strategy. Quantitative data such as the results of a survey of a hundred
compliance professionals from various financial institutions alongside qualitative data such as in-
depth interviews conducted with ten senior compliance executives. The results of the study show
the varying increase in the implementation of proactive predictive analytics, behavioural
monitoring, and other integrated frameworks across different regions in the world. The northwest
region of the world faces the greatest imbalance in the shifting dynamics. The proactive quadrant
FCC model outlines the removed restriction compliance systems and reduced complexity
regulatory systems, multifunctional advanced technology compliance systems, and the heightened
incorporation of advanced technologies as subsystems. Also, the developing world stands to gain
from new regulatory frameworks, advanced technology, and learning dimensions. More and more,
the change from reactive compliance to proactive risk management deployment represents a
deeper institutional shift, and equally a technological change, and demands more continuous
collaboration between financial institutions and regulators. The paper focuses more on aspects of
Al explainability, the inter-authority cross-border collaborative compliance regulatory compliance

of multi-tiered inter-jurisdictional rules, and the ethics of compliance decision-making automation.
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1. Introduction

1.1 Background

Among the pervasive issues within the global financial system, financial crime - including money
laundering, terrorist financing, tax evasion, cyber finance, and corruption and fraud - remains a
critical problem (FATF, 2022). Financial institutions have had to adjust their compliance
frameworks due to the use of sophisticated criminal methodologies (BCBS, 2021). This change
includes the ability to detect, prevent, and report illicit activity within the organisations.

Financial institutions still use the Post Event Suspicious Activity Reports as the primary financial
crime compliance (FCC). These reports focus on audits and rule-based detection which leads most
corporations to financial crime compliance systems that are reactive (PwC, 2021).

This paradigm shift is reactive in nature. It has already undergone scrutiny. With the advancement
in technology and data streams and the evolution of regulatory technology (RegTech) (Deloitte,
2022), organisations can now implement more proactive approaches to compliance and risk
detection. This new approach hinges on the use of machine learning (ML), predictive analytics,

and behaviour modelling (KPMG, 2023; Arner et al., 2017).

1.2 Problem Statement

Despite the fact that most financial institutions are experimenting with these tools, the shift from
reactive compliance to proactive risk management is still patchy and inconsistent across different
regions and institutions (World Economic Forum, 2020). Many organisations still operate with
legacy systems, fragmented data, and little or no clarity in the regulatory environment governing
the use of Al and other emerging technologies (EY, 2021; Bank for International Settlements [BIS],
2022). As a result, FCC teams tend to be overworked, understaffed, and poorly equipped for the
level of sophistication and rapid pace associated with modern financial crime.

Compliance expenditures, in particular, are rising. Global investment in anti-money laundering
(AML) compliance is anticipated to surpass $200 billion by the year 2025 (LexisNexis Risk
Solutions, 2023). Although these expenditures are required, they do not always result in improved
outcomes, especially in cases where systems are designed to react rather than prevent harm in the

first place (Accenture, 2022).

1.3 Research Objectives
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This study examines the anticipation of financial crime compliance in relation to the worldwide
movement from reactive to proactive strategies. It attempts to:

1. Assess the shortcomings of existing FCC compliance systems.

2. Examine the usage and success of proactive compliance instruments and techniques.

3. Ascertain the organisational, technological, and legal obstacles to execution.

4. Propose design concepts for the FCC frameworks of the future that reflect the global risk

and compliance environment.

1.4 Research Questions
The study includes:
RQ1: What is the current effectiveness of FCC systems in dealing with the multifaceted issues
of modern financial crime?
RQ2: What technologies and organisational models are influencing the move toward proactive
risk management?

RQ3: What are the main regulatory, operational, and technical obstacles to this transition?

1.5 Rationale and Contribution

This research adds to the existing knowledge about RegTech, financial crime, and enterprise risk
management by interviewing industry experts and developing a conceptual framework for
proactive FCC. Other studies have discussed Al and ML benefits in compliance but rarely take a
systemic view to execution (Bussmann et al., 2021; Campion et al., 2019). Furthermore, few
studies have focused on the culture, governance, and inter-organisational collaboration as the
human and organisational dimensions affecting FCC transformation (McKinsey & Company,
2020).

This paper is the first, to the author’s best knowledge, to explore the evolution of FCC
comprehensively, including quantitative and qualitative analyses of variations by geography and
industry as well as practitioner perspectives on implementation. The findings are applicable
beyond financial institutions and are of interest to regulators, policymakers, and technology

providers aiming to construct compliance ecosystems that are robust and equipped for the future.

1.6 Paper Structure
As the plan of the rest of this paper entails, there is a seamless movement from the theoretical

foundation to the empirical findings, and finally to the practical suggestions of the research. In
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Section 2, the literature review is centred on the Compliance of Financial Crime (FCC), RegTech,
and the new movement of proactive risk management to the emerging literature and industry
nexus. Section 3 describes the research framework, focusing on the mixed methodological design
of the research, data collection, sampling techniques, and methodological approaches to data
analysis. The analyses of the results of the global survey and the interviews with the experts for
Section 4 elucidate the results and describe the state of practice in Financial Crime Compliance
(FCC) in detail. Section 5 examines the results in the context of the available literature to explore
the implications and the gaps of proactive compliance risk management. Section 6 takes the
challenge of shifting from reactive to proactive Financial Crime Compliance RegTech to the
financial and regulatory authorities with clear practical steps for them to pursue. Finally, with a
summary of the major findings and a proposal for the direction of subsequent investigation in this

emerging field, Section 7 wraps up the paper.

2. Literature Review

2.1 The Evolution of Financial Crime Compliance

The compliance with financial crime regulations like Anti-money Laundering and Counter-
Terrorism Financing is called Financial Crime Compliance which has predominantly remained
unreactive, with financial institutions meeting regulatory requirements only through, reporting
suspicious activities and auditing and monitoring activities post factum (FATF, 2022). Such
systems, while adhering to regulatory requirements, including Financial Action Task Force and
European Union Anti-money Laundering Directives, remain laborious, manual, and ineffective at
resolving complex financial crimes (BCBS, 2021; Levi, 2021).

The frameworks used to detect and prevent the laundering of money are still rudimentary to the
financial institutions and are overwhelmingly reliant on static regulations, which are heuristic
systems and which generate high volumes of false positives (Campion et al., 2019). Manual
reviewing of the resultant alerts causes operational loss, which does not impact the field of crime
detection (PwC, 2021). The resultant high costs of compliance and ineffective counter measures
used by law enforcement is the intelligence crime system solution, is the intimidation is also the
result of this operational loss (LexisNexis Risk Solutions, 2023).

2.2 Rise of RegTech and Al in Compliance

The advent of regulatory technology (RegTech) has spurred a fundamental transition from FCC
approaches which are retrospective to those which are proactive. RegTech integrates technology

within regulatory processes with a view to improving efficiency, accuracy, and responsiveness
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using Al, machine learning (ML), and big data analytics (Arner et al., 2017). Within FCC, RegTech
technologies are increasingly being deployed to monitor transactions, analyse networks, and
profile customer risks in real time.

The use of artificial intelligence and machine learning technologies helps these systems detect and
adapt to complex and nuanced patterns in the sea of data and shifting risk behaviours and
dramatically reduce the false positive rate (Bussmann et al., 2021; Rhouma et al., 2021). For
instance, through supervised learning, algorithms can be taught to recognise certain labelled
nefarious behaviours, whereas, with the help of unsupervised learning, the system can utilise
clustering and anomaly detection to expose unrecognised attacks (Zarrouk et al., 2022). The
financial institutions which have adopted these systems have experienced better risk identification
and more effective investigations (Deloitte, 2022).

In addition, graph analytics—the more recent entrant within Al technologies—disentangles
complex networks of actors to unveil concealed patterns of linkages and transaction cycles. This

aids in revealing intricate schemes of layered money laundering and sophisticated fraud (Nasir et

al., 2020).

2.3 Global Regulatory Landscape and Its Impact

Regulatory bodies across the globe have started noticing the potential value of proactive
compliance systems, but remain tentative. To illustrate, the Financial Conduct Authority (FCA) in
the United Kingdom has published guidance supporting the innovation of “regulatory sandboxes”
which permit financial institutions to experiment with advanced compliance systems in a tightly
controlled setting (FCA, 2021). The Monetary Authority of Singapore (MAS) has equally created
a “data analytics competency framework” aimed at better equipping compliance professionals with
skills necessary for supervisory roles driven by data (MAS, 2020).

Nonetheless, the lack of coherent global standards for the application of Al in FCC continues to
pose a challenge. The World Economic Forum (2020) and BIS (2022) have noted that global
institutions encounter fragmented regulatory expectations, hindering the implementation of a
global compliance approach. In addition, the challenges of explainability and auditability of Al
systems, along with ethical biases, have raised distress among regulators and compliance officers

(Rhouma et al., 2021).

2.4 Limitations of Current Proactive Tools
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In spite of their promises, pro-active compliance tools are not a cure for all problems. Many
limitations and challenges still exist. First, a number of financial institutions work with legacy
systems which were not designed to handle real-time processing, sophisticated analytics and even
their integrations (EY, 2021). Implementing Al systems into these legacy systems requires
considerable expense, major organisational restructuring and profound change (McKinsey &
Company, 2020). Second, data quality and availability are still key limitations. Pro-active systems
have trouble obtaining clean, labelled, real-time data. Respective data silos and data privacy
legislation often hinder efficient and effective data sharing within and between organisations
(KPMG, 2023). Moreover, there is a shortage of compliance and data science professionals who
can offer a helping hand (LexisNexis Risk Solutions, 2023; Singh et al., 2023). Third, some matters
of interpretability — “the black box problem” — represent significant concerns. Al systems are
required to explain their decisions to their users and supporting entities. There is low trust and
regulatory acceptance for models which are opaque, especially when decisions relate to
compliance with any nontrivial external obligations — customers, legal issues and more (Rhouma

etal., 2021; Zarrouk et al., 2022).

2.5 Organizational and Cultural Barriers

Aside from technology, FCC effectiveness is also greatly influenced by organisational culture and
governance. Organisations that view compliance as a “tick-box” exercise tend to neglect and
isolate compliance innovation from other core business flows (Levi, 2021). On the contrary,
organisations that, supported by a strong tone from the top, integrate compliance within cross-
enterprise risk strategies, tend to adopt more proactive and integrative (Accenture, 2022)
compliance approaches.

Also important to success is the cross-discipline collaboration of compliance, IT, data science, and
the relevant business units. Research indicates that siloed teams and conflicting incentives greatly
inhibit organisations from achieving the complete benefits of proactive systems (McKinsey &

Company, 2020; Singh et al., 2023).

2.6 Research Gap and Motivation
While research has already begun examining the use of Al and RegTech for compliance purposes,
Arner et al. (2017) and Bussmann et al. (2021) highlight that most research remains high-level and

technology-centred with little validation. There is a gap in understanding how organisations are
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transitioning from reactive to proactive compliance, alongside the variations that exist from
country to country and regulation to regulation.

Moreover, the human and organisational aspects of the transformation, including governance,
ethics, and change management associated with it, have received scant attention. This paper seeks
to bridge these gaps by integrating qualitative interviews with quantitative survey data to

understand how FCC strategies are evolving within financial institutions.

3. Methodology

This research utilises a mixed methodology focusing on both the quantitative and qualitative
dimensions of the migration from reactive to proactive financial crime compliance (FCC) at the
global level. This approach permits both statistical extrapolation and a fuller appreciation of how
and why institutions are adopting (or having difficulties adopting) proactive risk management

practices.

3.1 Research Design
The methodology embraced is a sequential explanatory one, where qualitative data are collected
and analysed after quantitative data to contextually and interpretively explain core quantitative

aspects. Such a structure facilitates triangulation and bolsters the validity of the obtainable

outcomes.
Method Objective Sample Tool
~ |Identify patterns and trends in FCC ||100 compliance _

Quantitative ] ) Online survey

practices professionals
o Explore challenges, perceptions, 10 senior compliance Semi-structured

Qualitative ‘ ‘ . ‘

and best practices executives interviews

Table 1. Sequential explanatory research design with objectives, samples, and tools.

3.2 Data Collection

3.2.1 Quantitative Phase: Online Survey

An online questionnaire was sent to one hundred compliance officers in commercial banks, fintech,
and regulators across North America, Europe, Asia-Pacific, and the Middle East. The respondents
were sampled through purposive sampling, ensuring adequate knowledge and experience in FCC

was possessed.
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The survey included:
o Likert-scale items (1-5) on the use of proactive tools (e.g., real-time monitoring, behavioral
analytics).
e Multiple-choice questions on compliance costs, organizational challenges, and regulatory
clarity.

e Demographic data including firm size, region, and role.

3.2.2 Qualitative Phase: Expert Interviews

In order to gain maximal understanding about the operational context of the study, ten in-depth,
semi-structured interviews involving compliance senior executives (CCOs, Heads of IBD, etc.)
across different technological settings were conducted with the aid of modern technologies. These
interviews were aimed at understanding the institutional and regulatory boundaries during the
construction of proactive compliance systems and what they termed the ‘risk’ posed by the
Artificial Intelligence (Al) and automation technologies to the Financial Crime Compliance (FCC)
Function, along with the governance and cross-functional support that was claimed to be required
to implement such systems. Each of the interviews was around thirty to forty-five minutes in
duration and conducted virtually. To protect the confidentiality of the study’s subjects, thematic
coding was employed to anonymise the transcripts and transcripts to capture patterns and meanings

that emerged from the data.

3.3 Survey Sample Characteristics

Variable % of Respondents (N=100)
Region

- North America 30%

- Europe 25%

- Asia-Pacific 30%

- Middle East 15%

Industry Type

- Traditional Bank 55%

- Fintech/Neo-Bank 25%
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Variable % of Respondents (N=100)

- Regulator/Other 20%

Compliance Role Level

- Mid-Level Manager |60%

- Senior Executive 40%

Table 2. Survey sample characteristics by region, industry type, and compliance role level (N = 100).

High school

Some college credits but no degree
Associate

BA/BS/BFA

A second BA/BS/BFA

Some graduzte credits but no degree
MA/MS/MFA (not including MLS/MLIS)
A second MA/MS/MFA (not including MLS/MLIS)
MLS/MLIS

MBA

roo [

i)

Other (please specify): -

None of the above

| prefer not to answer this question

0% 20% 40% 60% 80% 100%

Figure 1. Distribution of survey respondents by region and institution type.

3.4 Data Analysis

Quantitative Analysis

2241

The survey results were analysed using ‘descriptive statistics’ and ‘cross-tabulation’ techniques

via the software ‘SPSS’ as well as ‘Excel.’ The analysis focused on the use of proactive compliance

tools by different regions and types of financial institutions, the effectiveness of the technology

tools on the compliance process, and the level of regulatory clarity that was perceived on a Likert

scale with an emphasis on several primary variables. These primary variables facilitated a

quantitative understanding of the landscape surrounding the use of proactive tools within FCC

along with the operational and regulatory implications.
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Tool North America|[Europe|Asia-Pacific|Middle East
Real-time transaction monitoring|(80% 72%  ||88% 60%

Behavioral analytics 68% 55%  |76% 40%
Graph analytics 40% 30%  |55% 25%

Table 3. Adoption of selected proactive compliance tools by region.

Qualitative Analysis

Thematic analysis was used to address the interview data through narratives of the interview
participants. An inductive approach was followed, enabling insight to arise straight from the
participants' accounts. A set of codes capturing the complexities of ideas and patterns articulated
in the interviews was constructed. Later, these codes were consolidated into primary themes: the
interpretation of regulation, technological integration, the organisation’s risk culture, data
governance, and lack of sufficient resources. These themes, in aggregation, offered a coherent
perspective to comprehend the gaps and possibilities of the institutions in transitioning from

reactive to proactive compliance in the context of financial crime.

Organisational Culture
of Drinking & Changes
Over Time

General attitudes "
towards alcohol Cultural shift
[ Discipline ] : [ Lack of awareness

Motivations for R |
3 . wareness an
Abstinence/Cutting support available
Down

Abstainers’ H At-risk drinkers’
motivations ' motivations

Drinking to Social } :
socialise with consequences of |-..__ N
colleagues abstaining T Pusutwel consequences
of abstinence/cutting
down

Contrasting Perceptions
of Available Support for

Alcohol as a Coping Alcohol Problems

Mechanism

[ Trauma exposure ] [ Job strain ]

Alcohol & Socialising

Figure 2. Common themes identified from qualitative interviews

3.5 Ethical Considerations
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All participants consented to participate voluntarily given the goals of the study. For the purpose
of this research, participants were provided with thorough guidelines of the study, the data which
was collected was de-identified, and was secured to minimise the chances of data breach. No
identifiable personal data, and identification of the organisation from which the data were collected
is provided in the collected evidence to ensure the anonymity of the participants. In addition, the
participants’ privacy was fully protected, and the research subjects were in accordance with the
law applicable in the countries of the field research, and the General Data Protection Regulation

(GDPR).

3.6 Limitations

This research acknowledges that there are multiple limitations that should be considered when
analysing the results. To start with, despite the study adopting a global perspective, the sample size
may not fully represent the entire distribution of the financial sectors or regions, which could
introduce sampling bias. Moreover, the self-contained nature of the survey’s data indicates that
there may be self-reporting bias, as the participants are responding based on their perceptions
regarding the effectiveness of financial erime compliance. Finally, although the qualitative
interviews yielded substantial and insightful conclusions, the results cannot be applied universally
across all institutions and jurisdictions unless further validated through extensive or longitudinal

research.

4. Results

This chapter consists of two integrated, yet discrete, components. The first, part one, of this section
covers the global survey of 100 compliance and its quantitative dimensions. Part two consists of
the descriptive sections of compliance executives, which are the output from the 10 qualitative
interviews conducted. The theories covered in this chapter are intended to shed light on the current
state of compliance with financial crimes, and additionally the gaps pertaining to the future focused

on the transition towards proactive FCC risk management.

4.1 Quantitative Findings

4.1.1 Adoption of Proactive Compliance Tools

The data from the survey shows an increasing willingness to embrace proactive FCC technology
across regions and disciplines. The information illustrated in Figure 3 shows the percentage of

institutions using these proactive tools by region.
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Figure 3. Adoption of Proactive Compliance Tools by Region
The investigation into the patterns of adoption shows a number of interesting findings. The most
widely used tool is real-time transaction monitoring, which is deployed by 78% of the polled
institutions, particularly in the Asia-Pacific region, which has the highest reported usage at 88%.
In the region, the use of real-time monitoring stands at 84%. In North America, 68% of
respondents, and in Asia-Pacific 76% of respondents, behavioural analytics is gaining momentum,
which reflects the increasing interest in sophisticated predictive compliance methodologies. In
contrast, compliance graph and network analysis is incorporated by only 37% of institutions that
globally use compliance monitoring, and is thus still widely neglected. In the Middle East, the
region remains the most lagging compared to other regions, showing lower adoption rates than

other regions in proactive compliance technologies.

4.1.2 Drivers and Benefits of Proactive Compliance
Interviewees shared what they viewed as the key benefits stemming from the implementation of

proactive systems.

Benefit % of Respondents (n=100)

Reduction in false positives 65%

Faster investigation and escalation  ||59%

Better alignment with enterprise risk ||52%

Improved regulatory relations 48%
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Benefit % of Respondents (n=100)

Enhanced fraud detection capabilities|45%

Table 4. Reported benefits of proactive compliance tools.

Institutions indicated that the more sophisticated monitoring systems decreased the false positive

rates by as much as 30% when compared with the legacy rule-based systems.

4.1.3 Barriers to Implementation
With regards to proactive implementations of FCC systems, respondents raised the following

issues as key pain points (refer to Figure 4).

Geography
12%

Finance/resource -
clinical staff
19%

Access to specialist
services
9%

Motivation - patients
9% )
Finance - psychology

18%
Motivation - staff

8%
Evidence base Finance- tests
1% 14%

B Finance/resource - clinical staff Finance - psychology ~ ® Finance- tests

m Evidence base = Motivation - staff Motivation - patients
Access to specialist services Geography

Figure 4. Top Barriers to Proactive Compliance Implementation

The most commonly acknowledged technical barrier was the presence of fragmented data
environments and legacy systems. Moreover, regulatory uncertainty about the application of Al

was, especially in the context of cross-border compliance, a widely shared concern.

4.1.4 Institutional Readiness and Culture
Using a scale of ‘not ready’ through to ‘fully ready’ (1 to 5), survey respondents were asked to

evaluate their institution’s ability to proactively perform FCC:
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Readiness Level % of Respondents

1 — Not Ready 12%

2 —Minimally Ready |18%

3 — Moderately Ready||38%

4 — Mostly Ready 24%

5 — Fully Ready 8%

Table 5. Institutional readiness levels for proactive FCC adoption.

Merely 32% of the survey participants considered their institutions to have prepared mostly or
fully adequately. A majority of institutions are still undergoing a transitional phase, tinkering with
a variety of tools without any substantial cohesive integration into the processes comprising risk

management.

4.2 Qualitative Insights from Executive Interviews
4.2.1 Themes ldentified
Analyzing the ten expert interviews identified five central themes affecting proactive family-

centred care as implementation developed within the context of the interviews:

Consent
versus
coercion

Self-
protection

Mistrust of
the medical
profession

Unwarranted
government
control

Preserving
% " bodily integrity
A non-inclusive
system
Heightened risk
of reproach

Figure 5. Core Themes in Proactive Compliance Transformation

Freedom of Who gets my
choice organs?

‘Riddled
with
Pitfalls’

4.2.2 Theme 1: Technology Integration and Fragmentation
The executives uniformly remarked that due to siloed data systems and outdated platforms,
incorporating proactive technologies into current compliance architectures has proven to be

problematic.
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“None of the six systems that carry out AML checks can communicate with each other. Such
fragmentation destroys the effectiveness of any proactive initiative we try to implement.”
—Head of Compliance, Global Bank (Europe)

Transitioning to cloud compliance systems to enable real-time nit’s and case handling has been

mentioned by several interviewees.

4.2.3 Theme 2: Regulatory Interpretation and Uncertainty

Participants regarding the use of AI/ML in decision-making for AML and KYC were particularly
interested in more regulatory direction.

“I've machines ready to score tailored alerts, but I would use them in production without regulatory
clarity.” - CCO, APAC-based Fintech.

Regulatory sandboxes were mentioned as useful, but most geographies do not have any, leaving

companies to self-serve compliance standards and self-impose the regulations.

4.2.4 Theme 3: Organizational Resistance and Skill Gaps

An important barrier to change in organisations also emerged in this investigation. It was noted
that automation is often resisted because the employees in compliance departments are ‘legacy’ in
their practice methodologies and view systems as a threat to their employment and dominant
control over processes.

Automating processes is less of a problem than piloting the change systems which are often
automatically discarded as ‘people issues’.

It was pointed out that there are Recognition Gaps that are also easily validated. While many
growing data scientists are being pulled into the FCC folds along the many layers of the compliance
silos, there are gaps of weak links in which middle grade compliance officers are without the
relevant education and training to functionally engage and manage interaction with Artificial

Intelligent systems.

4.2.5 Theme 4: Culture, Governance, and Risk Appetite

The successful transformation of the FCC still hinges on the presence of a risk-aware culture as
well as sustained executive sponsorship.

“The ‘compliance function’ must stop functioning as a ‘department of no’ and start functioning as
a strategic facilitator of risk-based decision-making.”

—Regional Head of AML, MENA
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In this transition, some firms have created multi-disciplinary working groups with compliance,

technology, legal, and operational functions.

4.3 Summary of Findings

The statistical information captures the movement towards the use of advanced compliance tools,
especially the longer-standing tools of real-time monitoring and behavioural analytics. But
adoption lag still varies across geography and the class of institutions, which is still determined by
the physical and regulatory environment. In support of these findings, the qualitative interviews
point out a lack of integration, ambiguous rule constructions, opposition from within the
organisation, and lack of organisational maturity.

All the information appears to indicate that while the tools and intent to use them exist, what
remains is to construct and implement an advanced, fully functional Compliance FCC framework,

which for now is still developing.

5. Discussion

This study shows that financial institutions are becoming more proactive in their financial crime
compliance (FCC) policies, largely due to technological advancements and external pressures.
Tools such as continuous monitoring and behavioural analytics are becoming more widespread,
especially in the Asia-Pacific and North America regions. Adoption, however, is not uniform.
Institutions in the Middle East continue to lag in these areas because of antiquated systems and
weak regulatory frameworks.

Proactive applications offer clear advantages, such as fewer false positives and quicker resolution
of investigations. Such proactive systems, however, are not without challenges. Incomplete
technical system integrations, regulatory gaps, and a lack of compliance data professionals are the
more prominent challenges. Most institutions are limited by data silos and antiquated frameworks
that hinder the deployment of advanced analytics.

Institutions are also limited by regulatory uncertainty on the use of Al in compliance. Much
autonomy is not granted to the full automation of compliance decision systems owing to
insufficient regulatory frameworks on explainability and auditability. In addition, culture within
the organisation as a whole is also extremely important. Institutions that consider compliance a
strategic function rather than just a regulatory obligation are the institutions that are more

successful in the implementation of proactive systems.
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The remaining third of the participating institutions regard themselves as fully ready for a proactive
FCC Framework. However, this gap confirms the necessity for a more holistic integration of
technology, governance, and enterprise risk management. The future of FCC is not only about
operationalising advanced tools, but also on the creation of synergistic operational tools and
frameworks, with a focus on real-time business compliance tool integration. In the end, proactive
compliance goes beyond the realm of a technical enhancement of the system. It is a system-wide
cultural and strategic shift, which demands persistence, investment, leadership, and collaboration

across the regulatory spectrum.

6. Recommendations

Fintechs must implement organisational change alongside technological innovation to meet
proactive financial crime compliance. Firms must allocate resources to compliance infrastructures
that are modern and economically scalable, supportive of real-time data cross-swaps and analytics
among functions, and data-centric. Any legacy systems that ethically substitute, or interface with,
compliance infrastructures need to be Sociotechnically engineered. Their phasing out must be done
in tandem with the deployment of advanced tools such as machine ethnogenic learning.

Similarly, other institutions must foster the horizontal interweaving of compliance with
information technology, legal, and data science. Moreover, internal capability building,
particularly through the recruiting and training of compliance technologists, will help to bridge the
skills deficit. This is particularly true with the unethical use of Al

From compliance directives, it becomes critical to have compressed and more cohesive approaches
in the regulatory overlap between Al and Automation. In this regard, there are recommendations
that the regulators should expand the sandbox allocation and articulation norm setting and bottom-
up clear industry communication to resolve the uncertainty that impedes innovative progress.
Finally, there is also the need to have perhaps a FCC conservatively which is poised towards the
increasing complexity FCC. This is more than compliance which should also have the essence of
FCC as the enterprise value addition and also strategic resilience.

Reasoned risk moves the discussion FCC compliance to also managing FCC as enterprise value
which also stagnated growth which captures the essence of resilience. Integrated governance,
technology, and anticipation of regulation allow institutions to enhance the strategy of FCC which

broadens the responsiveness and usefulness of the regulation.

7. Conclusion
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This research examined the discontinuity in the FCC shift focus from traditional and reactive
approaches to proactive and forward-looking risk management frameworks. Using mixed
methods, the research combines a global survey of compliance professionals and expert interviews
to reveal the drivers and barriers to the transformation.

Despite the positive findings, many institutions still lack basic supportive infrastructure for
strategic compliance functions to core enterprise risk management, thereby limiting the
implementation of proactive frameworks. Issues such as legacy infrastructure, data silos,
compliance data, and cross-departmental barriers to compliance create roadblocks. Only one-third
of institutions claim to be fully or mostly ready to embark on a transformation in FCC.

This study reveals the oversights in the proactive and strategic legal compliance FCC frameworks.
Institutions like those active in expanding the strategic management of compliance as an integral
component of enterprise risk management possess a competitive compliance edge.

The international development of financial crimes, and its current magnitude, renders reactive
compliance approaches obsolete. The need to implement proactive compliance frameworks is
apparent due to the necessity for improved resource management and resilience. A common
perspective that integrates control with compliance is pivotal in achieving this alignment. Future
studies ought to estimate the longitudinal consequences of Al-based regulatory compliance
systems, consideration of regulatory harmonisation at the border, and automated ethical decision-

making in the context of financial services.
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