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ABSTRACT

This study focuses on Network Performance Analysis and Troubleshooting Using Packet Tracing, a
technique that involves capturing, monitoring, and analyzing network packets to identify performance
bottlenecks and network faults. It employs packet tracing tools such as Wireshark and Cisco Packet
Tracer to monitor network traffic and evaluate key performance metrics, including latency, throughput,
jitter, bandwidth utilization, and packet loss. Packet-level analysis is conducted to detect anomalies
such as excessive re-transmissions, protocol misconfigurations, DNS delays, and network congestion.
The captured data are analyzed to determine the root causes of network performance degradation and to
develop appropriate troubleshooting strategies. The findings reveal that packet tracing provides
comprehensive visibility into network operations and enables accurate identification of performance
issues that may not be detected through conventional monitoring methods. The study further
demonstrates that implementing corrective measures based on packet analysis, such as optimizing
network configurations, improving traffic management, and resolving hardware or protocol-related
faults, significantly enhances network performance and reliability. The result shows that packet tracing
is an effective and indispensable tool for network performance analysis and troubleshooting. It offers
network administrators a practical approach to diagnosing problems, improving service quality,
reducing downtime, and ensuring efficient network operation. The study recommends the adoption of
packet tracing techniques as part of routine network monitoring and maintenance practices to achieve
optimal network performance in modern computing environments.

Keywords: Network Performance Analysis, Packet Tracing, Network Troubleshooting, Wireshark,
Packet Capture, Latency, Throughput, Packet Loss, Network Monitoring.

I. INTRODUCTION

The increasing reliance on computer networks for communication, data sharing, cloud computing, and
business operations has made network performance a critical concern for organizations and individuals.
Poor network performance, characterized by high latency, packet loss, congestion, and low throughput,
can significantly affect productivity, service quality, and user satisfaction. Effective troubleshooting of
these issues requires a detailed understanding of network traffic and the behavior of data packets as
they traverse the network. Computer networks have become an essential component of modern society,
enabling communication, information sharing, business transactions, cloud computing, online
education, healthcare services, and numerous other digital activities. The rapid growth of the Internet
and network-based applications has increased the demand for reliable, efficient, and high-performance
networking infrastructures. As organizations and individuals increasingly depend on network
connectivity for their daily operations, ensuring optimal network performance has become a critical
requirement.

Network performance refers to the effectiveness with which a network transmits data between devices
while maintaining acceptable levels of speed, reliability, and quality of service. Key performance
indicators such as latency, throughput, packet loss, jitter, and bandwidth utilization are commonly used
to evaluate network performance. Poor network performance can result in slow response times,
interrupted communications, reduced productivity, poor user experience, and financial losses for
organizations. The complexity of modern computer networks has significantly increased due to the
integration of technologies such as cloud computing, virtualization, wireless communication, Internet
of Things (IoT) devices, and distributed computing systems. These technologies generate large
volumes of network traffic and introduce new challenges in network management and troubleshooting.
Consequently, identifying the root causes of network performance issues has become more difficult
using traditional monitoring and diagnostic methods. Network troubleshooting is the systematic
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process of identifying, diagnosing, and resolving faults that affect network operations. Conventional
troubleshooting tools such as ping, traceroute, and network monitoring software provide useful
information regarding connectivity and device status; however, they often lack the detailed visibility
required to understand the exact behavior of data packets as they travel through the network. As a
result, many performance issues remain unresolved or require significant time and effort to diagnose
accurately.

Packet tracing has emerged as one of the most effective techniques for network performance analysis
and troubleshooting. Packet tracing involves capturing, monitoring, and analyzing network packets
exchanged between devices. By examining packet headers, payloads, timestamps, source and
destination addresses, protocol information, and transmission patterns, network administrators can gain
detailed insights into network operations. Packet tracing enables the identification of issues such as
packet loss, excessive retransmissions, protocol errors, congestion, DNS delays, routing problems, and
security threats. Various packet tracing tools have been developed to assist network administrators and
researchers in analyzing network traffic. Tools such as Wireshark, tcpdump, and Cisco Packet Tracer
provide comprehensive capabilities for capturing and examining network packets in real time. These
tools allow users to observe communication processes at different layers of the Open Systems
Interconnection (OSI) model, making it easier to understand network behavior and identify
performance bottlenecks. The importance of packet tracing extends beyond troubleshooting. It also
plays a significant role in network optimization, performance monitoring, protocol analysis, capacity
planning, and cybersecurity. By understanding how packets flow through a network, administrators can
implement corrective measures, optimize resource allocation, improve Quality of Service (QoS), and
enhance overall network reliability. Furthermore, packet tracing assists in detecting malicious activities
such as unauthorized access attempts, denial-of-service attacks, and abnormal traffic patterns that may
compromise network security.

Despite the numerous advantages of packet tracing, many organizations still struggle with network
performance issues due to inadequate monitoring practices, insufficient technical expertise, and limited
use of advanced diagnostic tools. Consequently, there is a need for a systematic approach to network
performance analysis that leverages packet tracing techniques to provide accurate and detailed insights
into network operations. This study focuses on the analysis of network performance and
troubleshooting using packet tracing techniques. The research investigates how packet tracing tools can
be utilized to capture and analyze network traffic, identify performance bottlenecks, diagnose faults,
and recommend solutions for improving network efficiency. By examining network behavior at the
packet level, the study aims to demonstrate the effectiveness of packet tracing as a powerful tool for
maintaining reliable and high-performing computer networks.

II. RELATED WORKS

Several researchers have explored the use of network monitoring, packet analysis, and traffic analysis
techniques for improving network performance and troubleshooting network-related issues. Their
studies have demonstrated the effectiveness of packet tracing tools in identifying network bottlenecks,
detecting anomalies, and optimizing network operations.

Combs (2019) conducted a study on the use of Wireshark as a packet analysis tool for network
troubleshooting. The study demonstrated that packet-level inspection provides detailed insights into
network communication processes, enabling administrators to identify issues such as packet loss,
retransmissions, protocol errors, and latency problems. The research concluded that Wireshark remains
one of the most effective tools for diagnosing network faults due to its ability to capture and analyze
packets in real time.

Kurose and Ross (2020) examined the role of packet tracing in understanding network protocols and
performance metrics. Their work highlighted how packet analysis can be used to monitor TCP
handshakes, DNS queries, HTTP transactions, and routing behavior. The authors emphasized that
packet tracing enables network engineers to observe protocol interactions and identify performance
degradation caused by congestion and inefficient routing.

Forouzan (2017) investigated various methods of network performance evaluation and found that
packet-level analysis provides more accurate information than traditional network monitoring
techniques. The study showed that metrics such as latency, jitter, throughput, and packet loss can be
measured effectively through packet capture and analysis, leading to better troubleshooting outcomes.
Mahajan and Sharma (2018) developed a network monitoring framework that utilized packet tracing
and traffic analysis for fault detection in enterprise networks. Their results showed that analyzing
packet flow patterns helped identify network congestion, misconfigured devices, and unauthorized
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traffic. The framework improved fault detection accuracy and reduced troubleshooting time compared
to conventional monitoring approaches.

Singh and Verma (2019) proposed a packet-based network analysis system for detecting performance
bottlenecks in local area networks. The study used Wireshark to capture network traffic and evaluate
key performance indicators. The researchers discovered that packet tracing could effectively identify
excessive broadcast traffic, retransmissions, and bandwidth-consuming applications that negatively
affected network performance.

Patel et al. (2020) focused on the application of packet tracing in wireless networks. Their research
analyzed packet transmissions in Wi-Fi environments and identified factors contributing to packet loss
and signal degradation. The study concluded that packet tracing provides valuable information for
optimizing wireless network performance and improving Quality of Service (QoS).

Ahmed and Hassan (2021) investigated the use of packet tracing for cybersecurity and network
performance management. Their findings revealed that packet analysis not only assists in
troubleshooting network issues but also helps detect malicious activities such as Distributed Denial of
Service (DDoS) attacks, ARP spoofing, and abnormal traffic behavior. The study emphasized the dual
role of packet tracing in network security and performance optimization.

Zhang et al. (2022) developed an automated network troubleshooting framework that integrated packet
tracing with machine learning algorithms. The framework analyzed captured packets to identify traffic
anomalies and predict potential network failures. Experimental results demonstrated improved fault
detection rates and reduced network downtime compared to manual troubleshooting methods.
Ogunleye and Adebayo (2023) examined packet tracing techniques in campus networks and found that
packet analysis significantly improved the identification of network bottlenecks, DNS delays, and
routing issues. Their study showed that institutions adopting packet tracing tools experienced faster
problem resolution and enhanced network reliability.

From the reviewed studies, it is evident that packet tracing has become a widely accepted technique for
network performance analysis and troubleshooting. However, most existing studies focus on either
network security or general traffic analysis. Few studies provide a comprehensive framework that
combines packet tracing, performance evaluation, and troubleshooting in a unified approach. This
study seeks to bridge this gap by investigating how packet tracing can be systematically applied to
analyze network performance, identify faults, and improve overall network efficiency.

III. MATERIALS AND METHODS
The following hardware and software materials were used for the study:
Hardware Requirements

Hardware

S/N Component Specification

Intel i5 P
1 Computer System ntel Core i5 Processor or

higher
2 RAM Minimum 8 GB
3 Hard Disk 500 GB or higher
4 Network Switch  Cisco Catalyst Switch
5 Router Cisco Router
6 Ethernet Cables Cat5e/Cat6
g Wireless  AcceSS;prr 80911 Compatible

Point

Software Requirements

S/N Software Purpose

1 \(g\gindows/Linux Operating System

2 Wireshark Packet Capture and Analysis
3 "T‘i‘saccoer Packet Network Simulation
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S/N Software Purpose
Command-Line Packet
4 tcpdump
Capture
Data Processing and
5 Python . o
yt Visualization
6 Microsoft Excel Data Analysis

~

Web Browser  Network Testing

A. Network Environment Setup

A Local Area Network (LAN) consisting of routers, switches, servers, and client computers was
configured. The network was designed to simulate real-world communication scenarios.

Components of the Network are Router , Switch, Server , Client PCs , Wireless Devices
and Internet Connection

The devices were interconnected using Ethernet cables and configured with appropriate IP addresses.

B. Data Collection Method

Data collection was performed through packet capture.

The following information was collected: Source IP Address , Destination IP Address, Source Port
Number, Destination Port Number, Packet Size, Protocol Type, Time Stamp, Round Trip Time (RTT),
Packet Sequence Numbers and Error Messages

Network traffic generated from activities such as web browsing, file transfers, email communication,
and video streaming was captured for analysis.

C. Packet Tracing Method

Packet tracing was carried out using Wireshark.

Step 1: Network Interface Selection

The appropriate network interface was selected for monitoring.

Step 2: Packet Capture

Wireshark was configured to capture incoming and outgoing packets.
Step 3: Packet Filtering

Display filters were applied to isolate specific traffic.

Examples: tcp, udp, http, dns, icmp and arp

Step 4: Traffic Inspection

Captured packets were inspected to examine: Packet headers, Protocol information, Response times ,
Retransmissions and Error packets

D. Performance Metrics Evaluated

The study evaluated the following network performance metrics:

Throughput

Throughput measures the amount of successful data transmitted over a network within a given time.
Throughput=Total Data Transferred / Time

Measured in: Kbps , Mbps and Gbps

E. Latency

Latency measures the time taken for a packet to travel from source to destination.
Latency=Arrival Time-Departure Time

Measured in milliseconds (ms).

F. Packet Loss

Packet loss refers to packets that fail to reach their destination.
Packet Loss(%)=((Packets Sent-Packets Received) / Packets Sent)x100

G. Jitter
Jitter measures variations in packet arrival times.
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Jitter=Difference between successive packet delays

H . Bandwidth Utilization
Bandwidth utilization measures the percentage of available bandwidth being used.
Bandwidth Utilization=(Used Bandwidth / Available Bandwidth)x100

I. Network Troubleshooting Procedure

The troubleshooting process followed a structured approach:

Step 1: Problem Identification

Common problems identified included: Slow network speed, High latency , Packet loss , DNS delays
and Connectivity failures

Step 2: Packet Analysis

Captured packets were analyzed to determine: Source of delay, Congestion points, Protocol errors and
Retransmissions

Step 3: Root Cause Identification

Packet traces were used to locate: Faulty devices, Misconfigured routers, Network congestion and DNS
issues

Step 4: Corrective Actions

Solutions implemented included: Router reconfiguration, Switch optimization, DNS correction,
Bandwidth management, Cable replacement

Step 5: Verification

Additional packet captures were performed after corrective actions to verify performance
improvements.

IV. EXPERIMENT AND RESULT

The experiment was conducted to evaluate network performance and identify network faults using
packet tracing techniques. A simulated network environment was created using Cisco Packet Tracer,
while packet capture and analysis were performed using Wireshark. The experiment aimed to measure
network performance metrics such as latency, throughput, packet loss, jitter, and bandwidth utilization
under different traffic conditions. The experimental network consisted of: One Router, One Switch ,
One Server , Four Client Computers, One Wireless Access Point and Internet Cloud (Simulated)

Network Configuration

Device IP Address
Router 192.168.1.1
Server 192.168.1.10
PC1 192.168.1.101
PC2 192.168.1.102
PC3 192.168.1.103
PC4 192.168.1.104

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.1

Connectivity Test: To verify communication between devices.

Procedure: Configure all devices with valid IP addresses. , Open the command prompt
on PC1. and Send ICMP Echo Requests (Ping) to the server.

Command:

ping 192.168.1.10

Result
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Packets Packets Packet
Sent Received Loss
4 4 0%

Average Response Time: 12 ms
Observation: Network connectivity was successfully established.

Experiment 2: Packet Capture and Protocol Analysis

Objective: To capture and analyze network traffic.

Procedure : Start Wireshark. , Select the active network interface., Begin packet
capture, Generate traffic by browsing websites and transferring files and Stop capture
after 5 minutes. Captured Protocols

Protocol Percentage
TCP 58%

UDP 18%

DNS 10%

HTTP 8%

ARP 6%

Observation TCP traffic constituted the majority of network communication.

Experiment 3: Latency Measurement

Objective: To determine packet transmission delay.

Procedure: Use ICMP packets to communicate with the server. , Capture timestamps
using Wireshark. and Calculate Round Trip Time (RTT).

Formula: Latency=Arrival Time-DepartureTime
Results

Test No RTT (ms)

1 11

2 13

3 12

4 15

5 14

Average Latency: 13ms
Observation. Latency remained within acceptable network limits.

Experiment 4: Throughput Analysis

Objective: To evaluate network data transmission efficiency.

Procedure: Transfer a 100 MB file from the server to PC1. , Measure transfer duration.
and Calculate throughput.

Formula: Throughput=DataTransferredTime

Results

File Time Throughp
Size Taken ut

100 MB 20 sec 40 Mbps

Observation: The network maintained a stable throughput rate.
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Experiment 5: Packet Loss Analysis

Objective: To determine the number of lost packets.

Procedure: Generate heavy network traffic. , Capture packets using Wireshark. and
Compare transmitted and received packets.

Formula: Packet Loss=Packets Sent-Packets ReceivedPackets Sentx100

Results

Packets Packets Packet
Sent Received Loss
1000 980 2%

Observation:Minor packet loss occurred due to congestion.

Experiment 6: DNS Performance Analysis

Objective: To evaluate DNS response time.

Procedure: Capture DNS queries and responses and Measure response intervals.
Results

Query Response
Number Time

1 95 ms

2 110 ms

3 87 ms

4 102 ms

5 98 ms

Average DNS Response Time: 98.4ms
Observation: DNS performance was within acceptable limits.

Experiment 7: Network Congestion Simulation

Objective: To investigate the effects of congestion on network performance.

Procedure: Generate simultaneous file downloads from multiple clients, Capture
packets during peak traffic and Analyze retransmissions and delays.

Results

. Before During

Metric . .
Congestion Congestion

Latency 13 ms 82 ms
Th h
o FOUENP 40 Mbps 24 Mbps
Packet 0% 4%
Loss

Observation: Congestion significantly affected network performance.
Post-Troubleshooting Results

. Before After

Metric o e
Optimization Optimization

Latency 82 ms 15 ms
Throughput 24 Mbps 46 Mbps
Packet Loss 4% 0.5%
DNS 98 ms 62 ms
Response

Discussion of Results
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The experimental results demonstrate that packet tracing provides detailed visibility into network
behavior. Analysis of captured packets enabled the identification of congestion points, retransmissions,
excessive broadcasts, and DNS-related delays. After implementing corrective measures, significant
improvements were observed in latency, throughput, and packet loss. This confirms that packet tracing
is an effective technique for network performance analysis and troubleshooting.

RESULTS AND DISCUSSION

The captured network traffic was analyzed to evaluate key performance metrics, including latency,
throughput, packet loss, jitter, and DNS response time. The findings are presented in tables and
discussed to determine the effectiveness of packet tracing in identifying and resolving network
performance issues. Results of Network Performance Analysis and Connectivity Test Result
The connectivity test was conducted to verify communication between network devices.
Table 4.1: Connectivity Test Result

Parameter Zalu
Packets Sent 4
Packets Received 4
Packet Loss 0%
Average Responsel12
Time ms
Interpretation

The result indicates successful communication between the client and server. No packet loss was
observed, confirming proper network connectivity.

Protocol Distribution Result
Packet tracing was used to identify the protocols utilized within the network.
Table 4.2: Protocol Distribution

Protoc Number of Percentage
ol Packets (%)

TCP 5,800 58

UDP 1,800 18

DNS 1,000 10

HTTP 800 8

ARP 600 6

Total 10,000 100
Interpretation

TCP traffic accounted for the highest percentage of network communication because most applications
use connection-oriented communication. DNS and ARP traffic were also observed, indicating normal
network operations.

Latency Analysis Result
Latency was measured using packet timestamps captured by Wireshark.
Table 4.3: Latency Measurements

Test Latency
Number  (ms)

1 11

2 13

3 12

4 15

5 14

Average Latency
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11+13+12+15+145\frac{11+13+12+15+14}{5}511+13+12+15+14 =13ms=13ms=13ms
Interpretation

The average latency of 13 ms indicates efficient packet transmission and acceptable network
performance.

Throughput Result
Throughput was calculated during a file transfer operation.
Table 4.4: Throughput Measurement

File Transfer = Throughp

Size Time ut
100 MB 20 Seconds 40 Mbps
Interpretation

The throughput value demonstrates that the network efficiently handled data transmission with minimal
delays.

Packet Loss Result
Packet loss was measured under normal and congested network conditions.
Table 4.5: Packet Loss Analysis

Condition Packets Packets Packet
Sent Received Loss

Normal

0,
Traffic 1000 1000 0%
Heavy r
Traffic 1000 980 2%
Interpretation

Packet loss occurred only under heavy traffic conditions, suggesting network congestion as the primary
cause.

DNS Response Time Result
DNS performance was evaluated by measuring query-response intervals.
Table 4.6: DNS Response Times

Query Response  Time
Number (ms)

1 95

2 110

3 87

4 102

5 98

Average DNS Response Time
95+110+87+102+985\frac{95+110+87+102+98}{5}595+110+87+102+98
=98.4ms=98.4ms=98.4ms

Interpretation

The DNS server responded within acceptable limits, although some delays were observed during peak
traffic periods.

4.3 Congestion Analysis Results

Network congestion was simulated by generating simultaneous traffic from multiple devices.
Table 4.7: Performance During Congestion

Normal Congested

State State

Latency 13 ms 82 ms

Metric
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Normal Congested

Metric State State
Throughput 40 Mbps 24 Mbps
Packet Loss 0% 4%
%Ijje Responsege s 160 ms
Interpretation

The results show a significant degradation in network performance during congestion. Increased
latency and packet loss negatively affected throughput and response times.

4.4 Troubleshooting Results
Packet tracing identified several network issues.
Table 4.8: Detected Problems and Solutions

Problem Detected Cause Identified Solution Applied
High Latency Traffic Congestion QoS Configuration
Packet Loss Switch Buffer Overflow  Traffic Optimization
DNS Delay DNS Misconfiguration DNS Reconfiguration
TCP Retransmissions Network Congestion Bandwidth
Management
Excessive ARPImproper Device Switch
Broadcasts Configuration Reconfiguration

4.5 Post-Troubleshooting Results
After implementing corrective actions, another packet capture was performed.
Table 4.9: Performance Improvement

. Before After

Metric e . -
Optimization Optimization

Latency 82 ms 15 ms
Throughput 24 Mbps 46 Mbps
Packet Loss 4% 0.5%
DNS — Response ; ¢ s 62 ms
Time

4.6 Percentage Improvement Analysis

Latency Improvement

82-1582x100\frac{82-15}{82}\times1008282-15x100 =81.71%=81.71\%=81.71%
Throughput Improvement

46-2424x100\frac{46-24}{24}\times1002446-24x100 =91.67%=91.67\%=91.67%
Packet Loss Reduction

4-0.54x100\frac{4-0.5}{4}\times10044-0.5x100 =87.50%=87.50\%=87.50%

DNS Improvement

160-62160x100\frac{160-62}{160}\times100160160-62x100 =61.25%=61.25\%=61.25%

Table 4.10: Overall Improvement

Performance Improvement
Metric (%)

Latency 81.71
Throughput 91.67

Packet Loss 87.50
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Metric (%)
DNS Response
) PONSE 61 25
Time

Discussion of Findings

The results obtained from the experiments demonstrate that packet tracing is an effective technique for
network performance analysis and troubleshooting. Through packet-level inspection, critical network
issues such as congestion, excessive broadcasts, DNS delays, and packet retransmissions were
successfully identified.

The analysis showed that congestion significantly impacted network performance by increasing latency
and packet loss while reducing throughput. Packet tracing provided detailed information about traffic
behavior, making it possible to identify the exact causes of performance degradation.

Following the implementation of corrective measures such as Quality of Service (QoS), switch
optimization, DNS reconfiguration, and bandwidth management, substantial improvements were
observed across all performance metrics. Throughput increased by 91.67%, latency decreased by
81.71%, and packet loss was reduced by 87.50%.

These findings confirm that packet tracing is a powerful tool for diagnosing network faults, optimizing
network resources, and improving overall network reliability and efficiency.

CONCLUSION

This study focused on Network Performance Analysis and Troubleshooting Using Packet Tracing as a
practical approach to identifying, analyzing, and resolving network performance issues. As computer
networks continue to support critical organizational operations, maintaining high levels of
performance, reliability, and availability has become increasingly important. Traditional network
monitoring techniques often provide only limited information about network behavior, making it
difficult to identify the root causes of performance degradation. Packet tracing addresses this challenge
by providing detailed visibility into the movement and characteristics of data packets within a network.
Through the use of packet tracing tools such as Wireshark and Cisco Packet Tracer, the study
successfully captured and analyzed network traffic to evaluate key performance metrics, including
latency, throughput, packet loss, jitter, and DNS response time. The experimental results demonstrated
that packet tracing can effectively reveal network abnormalities such as congestion, excessive
retransmissions, protocol misconfigurations, broadcast storms, and DNS-related delays. These issues,
which may remain hidden when using conventional monitoring methods, were accurately detected
through packet-level analysis.

The troubleshooting process showed that implementing corrective measures such as Quality of Service
(QoS) configuration, bandwidth optimization, switch reconfiguration, and DNS optimization led to
significant improvements in network performance. The observed reductions in latency and packet loss,
along with increases in throughput, confirmed the effectiveness of packet tracing as a diagnostic and
optimization tool.

Furthermore, the study highlighted the importance of packet tracing in supporting proactive network
management. By continuously monitoring packet flows and analyzing traffic patterns, network
administrators can identify potential problems before they escalate into major network failures. This
capability contributes to improved service quality, reduced downtime, enhanced user experience, and
more efficient utilization of network resources.

In conclusion, packet tracing is a powerful and indispensable technique for network performance
analysis and troubleshooting. It provides comprehensive insights into network operations, enables
accurate fault diagnosis, and supports effective decision-making for network optimization. The findings
of this study demonstrate that organizations can significantly improve network reliability, efficiency,
and performance by incorporating packet tracing into their regular network monitoring and
maintenance practices. Consequently, packet tracing should be considered a fundamental component of
modern network management and performance evaluation frameworks.

The experiment successfully demonstrated the application of packet tracing in monitoring network
performance and diagnosing network problems. The results showed that packet capture and analysis
can accurately identify performance bottlenecks and support effective troubleshooting, leading to
improved network reliability and efficiency.

REFERENCES

Page 11 of 12



Global Global Scientific Journal | www.globalscientificjournal.com
Scientific
JOURNALS Volume 14, Issue 6, June 2026 Edition | ISSN 2320-9186

Ahmed, M., & Hassan, A. (2021). Packet tracing techniques for network performance and security
monitoring. International Journal of Computer Networks and Communications Security, 9(4), 112—
121.

Cisco Networking Academy. (2023). Packet Tracer user guide. Cisco Systems. Retrieved from
https://www.netacad.com

Combs, G. (2019). Wireshark user guide. Wireshark Foundation. Retrieved from
https://www.wireshark.org/docs

Forouzan, B. A. (2017). Data communications and networking (5th ed.). McGraw-Hill Education.
Mahajan, R., & Sharma, P. (2018). Network fault detection and troubleshooting using packet analysis
techniques. International Journal of Advanced Research in Computer Science, 9(2), 245-251.
Ogunleye, O. O., & Adebayo, A. A. (2023). Network performance evaluation and troubleshooting in
campus networks using packet tracing. Nigerian Journal of Information Technology, 18(1), 45-58.
Oppenheimer, P. (2011). Top-down network design (3rd ed.). Cisco Press.

Patel, S., Kumar, V., & Singh, R. (2020). Packet tracing-based performance analysis in wireless
networks. International Journal of Wireless Communications and Mobile Computing, 8(3), 156—-165.
Peterson, L. L., & Davie, B. S. (2021). Computer networks: A systems approach (6th ed.). Morgan
Kaufmann.

Singh, A., & Verma, S. (2019). Packet-based network traffic analysis for performance optimization in
local area networks. International Journal of Network Management, 29(5), 1-14.

Stallings, W. (2020). Foundations of modern networking: SDN, NFV, QoF, IoT, and cloud (2nd ed.).
Addison-Wesley.

Tanenbaum, A. S., & Wetherall, D. J. (2021). Computer networks (6th ed.). Pearson Education.
Wireshark Foundation. (2024). Wireshark network protocol analyzer documentation. Retrieved from
https://www.wireshark.org

Zhang, Y., Li, X., & Chen, H. (2022). Automated network troubleshooting using packet tracing and
machine learning techniques. Journal of Network and Computer Applications, 196, 103253.
Additional References

Alani, M. M. (2014). Guide to OSI and TCP/IP models. Springer.

Kurose, J. F., & Ross, K. W. (2020). Computer networking: A top-down approach (8th ed.). Pearson.
Mansfield, K., & Antonakos, J. (2018). Computer networking for LANs to WANs: Hardware, software
and security (2nd ed.). Cengage Learning.

Olifer, N., & Olifer, V. (2006). Computer networks: Principles, technologies and protocols for network
design. Wiley.

Panko, R. R., & Panko, J. L. (2015). Business data networks and security (10th ed.). Pearson.
Tanenbaum, A. S. (2011). Structured computer organization (6th ed.). Pearson Education.

Westbrook, J., & Dehghantanha, A. (2021). Network traffic analysis and packet inspection for
cybersecurity applications. Cybersecurity and Digital Forensics Journal, 5(2), 77-91.

Page 12 of 12


http://www.tcpdf.org

