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ABSTRACT 

Security is a basic necessity for the existence of any human entity. It is a major area of human 
interest, a lot of resources have been invested in it and the investments continue as long as the 
human race exists. In this research, we focused on s ecuring the home of the elderly from 
intruders using smart technologies by determining whether the Elderly is the one performing the 
recognized activities or not. The elderly person in this research is assumed to live alone. A 
machine learning algorithm, Logistic Regression (a classification algorithm) was used to develop 
a model to determine whether the Elderly is the one at home performing the recognized activities 
in the home or not. This was achieved by training the algorithm with dataset gotten from IoT 
source. The data was captured using sensors mounted in the home. When the outcome of the 
model classification is yes, it means the home is safe and the Elderly is the one carrying out the 
recognized activities and when the model outcome is no, it signifies that the activities recognized 
are likely to be that of an intruder as they do n ot match that of the Elderly and an alarm is 
automatically turned on. The output of the model was built into a system which uses it a s its 
brain to recognize if that same activity is being performed by an elderly, hence determining if the 
home is secure or not. A common characteristics of the elderly is slowness in speed while 
performing most of their daily activities. This attribute was used to determine if an activity is 
being performed by the elderly or young person. Hence, within the home, the speed of a pre-
determined activity was used to predict if the home is being occupied by an elderly or an 
intruder. Testing the model gave an accuracy of 98.7% which is good enough for securing the 
home. 
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1. INTRODUCTION 

The Internet of things (IoT) is a network of physical objects, devices, buildings and other items 
embedded with electronics devices, sensors and network connectivity that enable these objects to 
collect and exchange data. Enabling technologies that makes Internet of things possible includes 
wireless sensor networks, sensor networks, 2G/3G/4G, GSM, GPRS, RFID, WI-FI, GPS, 
microcontroller, microprocessor etc. IoT connectivity can be Machine to Machine, Machine to 
People or People to Machine and it can also be People to People. Enabling technologies for the 
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IoT can be grouped into three categories: (1) technologies that enable “things” to acquire 
contextual information, (2) technologies that enable “things” to process contextual information, 
and (3) technologies to improve security and privacy. The first two categories can be jointly 
understood as functional building blocks required to build intelligence into things which are the 
features that differentiate IoT from the usual internet. The third category is not a functional but 
rather a d e facto requirement, without which the penetration of the IoT would be severely 
reduced. (Sintef et. al., 2014). 

The Smart Home is one of the many areas of applications of IoT. (Satpathy, 2006) defines a 
Smart Home as “A home which is smart enough to assist the inhabitants to live independently 
and comfortably with the help of technology. In a smart home, mechanical and digital devices 
are interconnected to form a network, which can communicate with each other and with the user 
to create an interactive space”. Smart home projects conducted over the years have conveyed 
different ideas, functions, and utilities. Smart homes are extending into different branches of 
specialization focusing on the interests of researchers and user requirements and expectations. 
These ideas and functionalities include comfort, healthcare and security services to their 
inhabitants. The main challenges faced by smart home systems are high cost of ownership, poor 
security, poor manageability, and inflexibility. However, the existing solutions are costly in 
terms of upgrade and installation. Therefore, an efficient and cost-effective algorithm for the 
smart home system is needed to provide a feasible solution. (Salman et. al., 2016). 

This research is focused on modelling the activities of the elderly living in a smart home for 
security purposes. The system developed is able to predict whether the elderly person living 
alone is the one at home or not due to the training it has acquired from the machine learning 
model. If the prediction is negative, it raises a security alarm, otherwise it sends a notification 
message that the elderly is the one at home and not an intruder and therefore the home is safe. 

Old age refers to ages nearing or surpassing the life expectancy of human beings, and is thus the 
end of the human life cycle. Terms and euphemisms include old people, the 
elderly, seniors, senior citizens, older adults, and the elders (in many cultures—including the 
cultures of aboriginal people). (Wikipedia). One major characteristic common to all elders is 
their speed. Seniors are slow in carrying out their activities. As humans age, due to the changes 
in the internal and physical body, they become slow in carrying out their activities. Such 
activities include; walking, eating, bathing, exercising etc. This research is therefore woven 
around this characteristic common to all elders, modeling the activities of the elderly based on 
their speed as a way of securing their homes from intruders or unauthorized persons. 
 

2. REVIEW OF RELATED WORKS 

A lot of studies have been conducted as it regards Smart Home for elders. Here are some of the 
literatures reviewed during the course of this research; 

Das et al., (2015), in their research ‘Design and Implementation of a smart home for the elderly 
and disabled’ provided a sample application of smart home technology with a group of sensors 
used to build an autonomous smart home. Their application was a simple illustration of how a 
smart home can be used as it has the potential of affecting all areas improving day to day life of 
the elderly and disabled. 

Hossain et al., (2017), developed a cyber-physical cloud-oriented multi-sensory smart home 
framework for elderly people from an energy efficiency perspective. With cyber-physical 
systems, they sensed, collected and shared the elderly person’s interactions and activities with 
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physical spaces. These data are then delivered to cyberspace for processing in order to monitor 
the energy of the elderly using cloud computing and big data technologies. 

Sokullu et al., (2020), in their paper ‘IoT supported smart home for the elderly’ noted that 
progressive technology has helped improve human living and standard. They presented a smart 
home IoT-based system for elderly people and people with partial memory loss which ensures 
their safety and provides early warnings to them to help them overcome daily problems for such 
disorders. Data is collected from various sensors which are translated into activities as a means 
of monitoring the elderly or patient without obstructions. Their developed prototype is a low cost 
solution with low energy consumption.  

Suryadevara et al., (2013), modelled a framework integrating temporal and spatial contextual 
information for determining the wellness of an elderly living alone in a smart home using a low 
cost, robust, flexible and data driven intelligent system. The developed prototype is capable of 
forecasting the behaviour and wellness of the elderly by monitoring the daily usages of 
appliances in the home. The wellness models were tested in various elderly homes and the 
experimental results were encouraging. 

Thapliyal et al., (2018), in their research ‘Amazon Echo Enabled IoT Home Security System for 
Smart Home Environment’ proposed a framework for an IoT home security system that is 
secure, expandable, and accessible. Congruent with the ideals of the IoT, they proposed a system 
utilizing an ultra-low-power wireless sensor network which would interface with a central hub 
via Bluetooth 4, commonly referred to as Bluetooth Low Energy (BLE), to monitor the home. 
Additionally, their system interfaced with an Amazon Echo to accept user voice commands. The 
aforementioned central hub also acted as a web server and host an internet accessible 
configuration page from which users could monitor and customize their system. An internet-
connected system would carry the capability to notify the users of system alarms via SMS or 
email. Finally, this proof of concept is intended to demonstrate expandability into other areas of 
home automation or building monitoring functions in general. 

Deem M. J. (2015), noted that one efficient and cost effective solution to the problem of elderly 
or patient care is remote health care monitoring so they can continue to live at home rather than 
living in nursing homes or hospitals that are very expensive and with limited spaces. This paper 
introduced several low-cost, non-invasive, user-friendly, sensing and actuating systems using 
information and communication technologies. Such sensing systems include smart socks, smart 
wrist-bands or smart belts, smart joint monitor and smart sleeping environment. With these 
sensing systems, the elderly is monitored non-invasively and non-intrusively at less cost and in 
real time. 

Raad and Yang (2009), in their research ‘A Ubiquitous smart home for elderly’ stated that one 
major challenge to successful aging is the capability to preserve health, or from another 
perspective to avoid diseases. They developed a cost-effective user-friendly telehealth system to 
serve the elderly and the disabled using state-of-the-art advances in medical instrumentation 
technology to establish a continuous communication link between patients and care givers and 
allow physicians to offer help when needed. The smart home monitors the elderly continuously 
as he moves around at home and sends an emergency call for help in case of any occurrence of 
an accident or a severe health problem. 

Khandare et al., (2010), in their research ‘Mobile Monitoring System for Smart Home’ focused 
mainly on the monitoring of smart home remotely and providing security when the user is away 
from the place. The system is SMS based and uses wireless technology such as Wi-Fi to 
revolutionize the standards of living. This system provides ideal solution to the problems faced 
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by home owners in daily life. The system is wireless therefore more adaptable and cost-effective. 
The mobile monitoring system provides security against intrusion as well as automates various 
home appliances using SMS. The system uses GSM technology thus providing ubiquitous access 
to the system for security and automated appliance control. 

Hoque et al., (2019), in their research ‘Design and implementation of an IoT-Based Smart Home 
Security System’ layed out an architecture for a cost-effective smart door sensor that informs a 
user through an Android application, of door open events in a house or office environment. Their 
architecture uses an Arduino-compatible Elegoo Mega 2560 m icrocontroller board along with 
the Raspberry Pi 2 board for communicating with a web server that implements a RESTful API. 
They were able to present a low-cost architecture using Radio Frequency based communication 
in a household to create an IoT-enabled smart home security system. Using affordable 
components such as microcontrollers from Elegoo and Raspberry Pi and RF signals as a 
communication channel between these devices, it was possible to develop an IoT system that 
allows users of a household to view when a particular door has been opened. 
 

3. DESIGN METHODOLOGY 

This section describes the process in training the model. The first step is to get the data, which 
will be used as a raw material for building the model. To this effect, 1,319 records of a dataset 
that contained activities performed by the elderly in their homes was acquired. The Time 
Duration, Age of the activity performer, Gender, Height, Mass and BMI are features in the 
sourced data. Figure 1 shows a sample of the dataset. The design of the system is as shown in the 
figure 2. 

 
Figure 1: Dataset Sample 
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Figure 2: Design of the system 
 

Choice of Algorithm 

The desired output is a double state status of the smart home, which should be mutually 
exclusive. Each state can only exist when the other state is null or void. We want to determine if 
the home is safe or not safe. Putting this into consideration, there is need for a machine learning 
algorithm that has a dichotomous output or binary output. An output that is based on 
classification under only two distinct heads e.g. Yes/No, 1/0, Safe/Not Safe etc. Logistic 
Regression is one of the best algorithms that is suited to achieve a distinct classification for 
statistically compiled/mined raw data. Logistic Regression is the most commonly used machine 
learning algorithm for two-class classification. Looking at the dataset, the “Status” column which 
states whether the subject of observation is a young or elderly is represented by “Y” or “E” 
respectively. This means that if the status is Y, then the home is “Not Safe” but if the status is 
“E” then the home is “Safe”. 

Explaining the concept as it applies to our case study, logistic regression was drawn from linear 
regression equation. However, in the case of logistic regression the output has to be binary: 0 or 
1, which we can relate to our Young or Elderly. 

Linear regression equation is represented thus 

Y= B0+B1x1+B2x2+…+ Bnxn  

Here X1, X2 …Xn  are independent variables that affect the final value of Y, which means their 
increase or decrease will also increase or decrease the value of Y.  

B1, B2,….Bn are multiplying Coefficients of the X parameters that will be used to compute the 
final output Y.  

In this research, elderly people are known to be much slower in carrying out activities than 
younger people. Hence the duration of an activity will tend to indicate whether that activity was 
performed by a young chap or an elderly person. Relating it to our case, the dependent variable 
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will be the Status, and our independent variables will be the duration which is computed from 
End Time subtracted from Start Time. 

Mathematically, the linear regression equation is developed to a logistic function used in logistic 
regression. The logistic regression equation called the logit function is represented thus: 

                                  1        

                              1 + e-(y) 

It is also called the Sigmoid Function. 

The y in the above equation is the linear regression equation y=B0+ B1x1+B2x2+…+ Bnxn. 

Logistic regression represents the probability that an event occurred or did not occur. 
Mathematically, 

 P= Event occurred 

1-P = Event did not Occur. 

Odds=       P 

               1 – P 

Since the Odds must be between 0 and 1 for logistic regression.  

                   P            =   B0+ B1x1+B2x2 

               1 – P 

   Ln            P             =    eB0+ B1x1+B2x2 

               1 –P 

A little algebra will arrive at the logit function above, which is     P=    1        

                                                                                                               1 + e-(y) 

A threshold value is chosen such that once the value is above the threshold value the function 
result is termed positive(+) and mapped to 1, conversely once the function result is below the 
threshold it is  negative(-) and mapped to 0. T his is achieved using the principle of Maximum 
Likelihood.  

Python programming language was used to build the model using our chosen algorithm. The 
program used the mathematical procedure offered by logistic regression to output a system that 
will make these predictions. 

Data Analysis  

Python environment is started and all the necessary libraries that will aid to achieve our objective 
are imported. These includes pandas, numpy, seaborn and matplotlib. 

Using pandas library, data is loaded into the program and a few rows are outputted to visualize 
and see if the data spread was normal and that the status and gender observations were not one-
sided. 
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Data Wrangling/Preprocessing  

The dataset is prepared to be able to be processed by the python platform. A careful look at our 
data shows that unnecessary features that will not contribute to the output of the dependent 
variable, which is the Status of the subject of the observation are in our dataset. Features like 
BMI, Height, Gender, and Mass were dropped from the dataset. 

Some necessary features in the dataset are in the form of string values, these were converted to 
numerical values for easy processing by the python programming language. Another column 
called “Outcome” was created to replace the status column. All elderly represented value were 
matched to value “1” under the outcome and Young were match to value “0” under outcome 
column. With this we now have  

X= Independent variables (Activities, End time, and Start time) 

Y= dependent variables (Outcome) i.e. Young or Elderly 

Training & Testing 

This is perhaps the most important part of the process. The dataset was divided into two 
significant parts, one part for training and the remaining part for testing the model. The dataset 
was divided in the ratio of 70%:30%. Where 70% of the data was used for training and 30% was 
set aside for the testing. The code below performs the splitting of data into training and testing 
section. Haven done all of these, the dataset is ready to be used to train the logistic regression 
function. 

At this stage of the program, logistic regression function is imported from the sklearn library. 
The split version of the dataset set aside for training is passed as parameter into the logistic 
regression function. The program is run and an output is presented by the python program which 
represents the model. The model is then tested with the 30% dataset that was set aside for this 
purpose. 

Testing of model is done to observe how well the model was trained. There are various 
evaluation metrics that can be used to measure the success of a classifier. 

The variable predictions was created in our program which was used to deduct other success 
rating parameters for the created classifier model. The “x_test” variable was passed as a 
parameter to the predict the function. The x_test variable is 30% of the independent variable 
which we set aside earlier on for testing. After executing that line of code, the variable 
“predictions” can be used to run other test codes. 

4. RESULT AND DISCUSSION 

Using the confusion matrix as a performance metrics, the model gave an accuracy of 98%. 
Confusion Matrix metrics is a table that is often used to describe the performance of a 
classification model on a  set of test data, for which the true values are known. The confusion 
matrix is gotten from the python program with the following code 
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 PY PN 

AY 75 (TP) 3 (FN) 

AN 0  (FP) 150 (TN) 

 
Where PN represents Predicted No, PY represents Predicted Yes, AN stands for Actual No, AY 
stands for Actual Yes, TP represents True Positives, FN represents False Negatives, FP stands 
for False Positives and TN for True Negatives. 
From the confusion matrix, the accuracy of the developed model is calculated using the formula; 
Accuracy = TP+TN / (TP + TN + FN + FP) 
Accuracy: (75+150)/ (75+150+3+0) =0.98 0r 98% 
The Recall of the developed model is calculated with the following formula; 
Recall = TP/ (TP+FN) = 75/ (75+3) = 0.96 or 96% 
Recall is defined as the measure of the positive predictions of the classifier got right out of the 
actual positives. 
 

5. CONCLUSION 

Testing the model gave an accuracy of 98% and a recall of 96%. This obviously proved that the 
developed system can predict to about 98% whether the elderly person is the one at home or not. 
The developed model was then used to implement a simulation system for securing the elderly in 
the smart home. The screen shots and how the system works are hereby shown: 

 
 Figure 3: Main Menu of the developed system 

The program starts with a u ser interface which is otherwise referred to as the main menu that 
direct a user to whatever item he or she wants to process based on the user’s choice at that point 
in time. 

The main menu is like a door way to a house. There is no house without door, in other words it is 
the point of entry into the program. The main menu is shown in figure 3. 
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 Figure 4: Activities of the smart home. 

Figure 4 shows the activities modeled in the smart home. These includes ToiletFlush, 
Microwave, Hall-Toilet, Hall-Bathroom, Cups cupboard, Fridge, Plates Cupboard, frontdoor, 
Dishwasher, Freezer, Pans cupboard, Washing machine, Groceries Cupboard and Hall-Bathroom 
door. There are fourteen (14) activities which are incorporated in our dataset. The menus on this 
window include Activity (from which an activity to be performed by the elderly is selected), 
Results which displays the Start Time, End Time, Duration of activities. It also displays the 
result of the prediction made (which is either Young or Elderly) and the status of the home 
(which is either Trigger Alarm or Safe). The prediction made is based on the input values which 
are Activity (the activity to be performed), Start Time (shows the time and date of when the 
activity started when selected from the drop list.) and End Time (shows the time and date of 
when the activities is terminated from the Stop activities button). The stop activity button from 
the GUI terminate the duration of the running activities. The duration label records the difference 
in duration between the start time and end time for each activity in terms of seconds and used to 
make prediction based on the developed model. 

 
 Figure 5: Screenshot showing Prediction as Young and Status as Trigger Alarm. 
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 Figure 6: Screenshot showing Prediction as Elderly and Status as Safe. 
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